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1

1: General Information

The Responder Feature Server (RFS) Application is a Web based application (part
number: RSKMRPT) with different modules that allow facilities to enhance the
Responder 5000 Nurse Call System in multiple ways. The Application provides
customizable Activity Boards to caregivers for a clear view of the Responder 5000
(R5K) nurse call activities in real time on a unit or multiple unit basis. It provides room
and patient management tools for operational support. A reporting module provides
the longer-term picture (up to eighteen months) of the facility and the way nursing and
patients’ requests are met. Finally, an administration module provides a tool for user
management and application customization.

Should you be new to configuring RSKMRPT Application or new to R5K, we strongly
recommend that you:

1) familiarize yourself with the entire R5K product line (best explained in the
Responder 5000 Configuration Guide and Responder 5000 Component Installation
Guide) and

2) take the time to review and understand this entire document before attempting
to configure any system.

Revision History

This is the “A” version of KI-2911.

Revision Summary

@] - Initial release
- System TCP/UDP Ports
- SQL Express Installation

- 1IS Setup
-PC Requirements Updated
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Scope of this Document

Read this document if your duties include installing or maintaining the R5K Feature
Server.

Customer Connection/Extranet

w7 Customer Connection " a—+w” |
You can use Rauland’s secure Customer Connection site to find, view, and/or
download many support documents—including manuals, drawings, and reports. To
request an account, follow the online instructions at:
http://customerconnection.rauland.com.

Download the RS5KMRPT Application Software from Rauland-Borg Customer
Connection.

Alerts, Precautions, and Limitations

Observe the following alerts, precautions, and system limitations:

v" R5KMRPT should be installed by the trained installer ONLY.

v/ R5KMRPT should be tested after installation before releasing product to the
end-user/customer.

v Default RSKMRPT Username and Password should be changed after
installation before releasing product to the end-user/customer.

v" Activity Board is a secondary annunciation device and should not be used in
place of a primary annunciation device.

v User should not run additional applications on the Activity Board client
device to preclude other applications from preventing operation.

v" System calls will not display on Activity Board during Responder Feature
Server Data Module (R5KRSW) reboot.

v" When displaying the Activity Board on a static display the OS and/or Web
browser update may disrupt the displaying of calls until Web browser has
been re-launched.

v" Activity Board display fields should be double-checked to make sure
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displaying the fields complies with HIPPA and local regulations.

v" R5KRSW should be installed on a secure network to prevent unauthorized
access.

v Reporting data is stored for a duration of 18 months from the date of
occurrence. Data is automatically purged by the application after 18 months.

Related Documents

Other, related information can be found in the following documents:

v Responder 5000 Configuration Guide (K1-2908)
v Responder 5000 Component Installation Guide (KI-2907)
v Responder 5000 Software Application User Guide (K1-2910)
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2

2: Installation and First
Steps

PC Requirements

In order to run the Responder Feature Server, you will need a Windows-based
computer that meets or exceeds the following specifications:
» Quad Core CPU
8 GB of RAM
75 GB Free Hard Disk Space
Ethernet 1000 Mbps port (for connection to RSK embedded system)
Windows Server 2012 R2
Microsoft .Net Framework version 3.5
Microsoft .Net Framework version 4.5 or later

e Use Windows Control Panel | Programs and Features to enable
appropriate .Net Framework

YV VYV YV V VY

» Internet Information Services (11S) version 6.0 or later
e Use Windows Control Panel | Programs and Features to enable 11S

» MS SQL Server 2014 (Express edition with tools)
e Download appropriate version of MS SQL from Microsoft Web site or

e Connect RFS to the existing MS SQL

Requirements to run Client features:
» 1024 x 768 or Better Video Resolution
» Web browser (one of the following)
e Internet Explorer - Version 11.0 or later
e Chrome — Version 58.0.xx or later

» Microsoft Excel™ (to run Reports) — Excel 2016 — if RFS Reports will be
displayed in Excel format

Adobe Acrobat Reader (to review manuals and install diagrams) — version 2017 - if
RFS Reports will be displayed in Adobe format
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Responder Feature Server Software Components

Responder Feature Server Application consists of the following application level
components:

» The Activity Board module allows a user to view nurse call activity and
service requests on any display(s) connected to LAN-enabled computers.

» The Reports module allows a user to generate and view customizable reports
that reflect historical nurse call events.

» The Patient Details module allows facilities to manage patients by displaying
a compact view of all patients within a facility.

» The Administration module allows an Administrator to manage users, create
activity boards, and modify overall settings of the system.

RFS Application Components

R5KMRPT Application consists of the following software components:

» MS SQL Express - MS SQL Server 2014 (Express edition with tools)
» RS5KRSW App Service
» R5KRSW Service
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Installing the Software

Unless you have specific reasons to make other installation choices, we strongly
recommend using the defaults (folders, language, etc.). The folder choice will impact
the location of future software updates. We also recommend that you exit all other
programs before beginning the installation process.

To install the software

1 Run R5KMRPT Application Installation program.

» You can access the setup routine via the Start menu (Start | Run |
X:\R5KInstaller.exe [where X = the drive letter assigned to the location of the
installation program]).

Run as an administrator

Name Date modified Type Size
| msi 11/10/2016 4:44 PM  File folder
, sql 11/10/2016 4:44 PM  File folder
) SqlReferences 11/10/2016 4:44 PM  File folder
| Distributionxml 11/10/2016 4:05PM XML File 1KB

| licensett 11/2/2016 1:28 PM Text Document 14 KB
%] Microsoft.5glServer.CoffnectionInfo.dll 11/2/2016 1:28 PM Application extens... 150 KB
%] Microsoft.50LServegfanagedDTS.dIl 11/2/2016 1:28 PM Application extens... 358 KB
%] Microsoft.5gl5engf Management.5dk.5fc..  11/2/2016 1:28 PM Application extens... 442 KB
%) Microsoft.SqlSgfver.5mo.dll 11/2/2016 1:28 PM Application extens... 2,798 KB
%] Microsoft. Wyl Administration.dl| 11/2/2016 1:28 PM Application extens... 112 KB
| Product.x 11/10/2016 4:31 PM XML File 4 KB
[2°] RSKInstaller.exe 11/9/2016 10:42 AM  Application 378 KB
\Z| R5KInstaller.exe.config 11/9/2016 10:46 AM  CONFIG File 5KB
%) R5KInstaller.manifest 11/2/2016 1:28 PM MAMIFEST File 3KE
|7 R5KInstaller.pdb 11/9/201610:42 AM  PDB File 324 KB

Figure 1: RSKMRPT Application Installation Program
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2 The InstallShield License Agreement (bearing the Responder Feature Server Data
Module (R5KRSW) version number) will appear:

RSKRSW.Setup 1.0 - | o [

License Agreement

Flease review entire license agreement before proceeding.
Clicking [ Mext = ] implies that you accepted these terms.

Koftware License Agreement ~

This is a legal agreement between Rauland-Borng Corporation (Rauland) and the purchaser of the hardware
product manufactured by Rauland with which this software product is intended to function (LICENSEE).
Rauland agrees to license to LICENSEE and LICEMSEE agrees to license from Rauland this computer
software on the following terms and conditions.

All rights to the Responder Software (Licensed Software) are owned by Rauland-Borg Corporation and the

software is protected by the United States Copyright Laws and Intemational Treaty provisions. All ights are
reserved. The LICENSEE is granted a License to use the Licensed Software only, subject to the following
restrictions and limitations:

1. Licensed Software: The software provided in connection with this License Agreement is to be
used to pemit operation of hardware products manufactured by Rauland as such operation is intended and
described by Rauland in its published literature conceming its hardware products. The temns of this
Agreement shall also apply to all enhancements of the Licensed Software, which the LICENSEE may
acquire. The term Licensed Software shall be deemed alzo to refer to such enhancements.

“You may install the Licensed Software on a single computer owned or leased by LICENSEE. You may not
install the Licensed Software on mare than a single machine without the written consent of Rauland even if
you own or lease all of the machines. Providing the use of the Licensed Software in a computer service
business, network, timasharing, muttiple-CPU, or multiple-user amangement to users who are not individually | -

Release R5KRpt Version 1.01 Next > | | Close

Figure 2: RSKMRPT Application Installation Program

» Agree to the license agreement and click on Next.
3 The R5KRSW Component Detection screen will appear.

(7 R5KRSW.Setup 1.0 = |[= -
Component Detection
The following components are induded with this installer
and already exist on this computer:
Component Included Detected Installed
) REKRSW DB App 7
& RSKRSW App Server 7.00.0000
) REKRSW Server 7.00.0000
£ m >
@ Hready latest @ Upgradeable & Not detected
Release R5KRpt Version 1.01 | < Back | | Next > | | Close

Figure 3: RSKMRPT Application Installation Program

» Verify the status of RSKRSW components and click on Next.
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4 R5KRSW Setup screen will appear:

G RSKRSW.Setup 1.0 -[elx]
--_—,_i What do you want to do?
. o Choose an action. Some actions may be unavailable, depending

on the components that you already have installed.

@ Instal
= RBKRSW Web App and Service

e

Releaze REKRpt Version 1.01 < Back | | Mext > | | Close |

Figure 4: RSKMRPT Application Installation Program

5 Make one of the following selections and click on Next:

>
>
>

Select “Install” if this is a first time software installation
Select “Update” if you wish to make updates to the already installed software

Select “Configure” if you want to remove or upgrade any of the software
components or to change the install path

Select “Remove” if you wish to remove installed software
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6 System Service selection screen will appear:

(7 RSKRSW.Setup 1.0 -[ax]
--’_L ‘Which server do you want to install?
. 2 Choose servers, Server may be unavailable, depending on the

components that you already have installed.

Database Server
The Database Server houses r3000 DB

R5KRSW Server
REKRSW Service

Please specify the installation locaton of Application Server components on File System.

Application Server Folder |C:"-—.Prog|am Files (x86)"Rauland-Borgh. “:I

RSKRSW App Server
REKRSW WebApp

Please specify the installation locaton of Application Server compaonerts on File System.

Application Server Folder |C:"-—.Prog|am Files {«<8&)"\Rauland-Borg" “Il

Releass RSKRpt Version 1.01 [ <Back | [ Net> | [ Gose |

Figure 5: RSKMRPT Application Installation Program

7 Select desired services and its location(s) to be installed and click on Next.

» Database Server/The Database Server houses r5000 DB checkbox refers to
creating RFS database in MS SQL
8 If this is the first time installation r5000 database has to be created
» R5KRSW Server (R5KRSW Service) is a service communicating with R5K
system
» R5KRSW App Server (RSKRSW App Service) is a service communicating
with Web Server providing information to RFS Client

» If this is the first time installation RSKRSW Service and RSKRSW App
Service have to be installed.
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9 System Components Requirements screen will appear:

(7 RSKRSW.Setup 1.0 = |[= -

-l System components requirements
o Check to ensure each component shown below is installed.

Windows Server 2012 R2 Standard Server (64 bit)
installed

NET Framework 4.6
installed|

115 version 8.5
installed

SGL Server 2014 RT (64 bit)
installed

Release R5KRpt Version 1.01 < Back | | Mext = | |

Figure 6: RSKMRPT Application Installation Program

» Verify if required system components are installed and click on Next
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10 MS SQL setup screen will appear:

(7 RSKRSW.Setup 1.0 - | o[
--,_’. Configure Databases
. 2 Specify host server, DB-owner login to create databases, and

app-ogin to connect to them at run-time.

SGL Server name (including instance): Detected version:
[R5K-ALPHARPTS 1\SQLEXPRESS v |
Database owner SQL4ogin {this account must have access to [master] database. and be a

member of ‘dbereator’, 'serveradmin’ or 'sysadmin’ ficed server roles to have pemission to
create new and drop existing DBs):

(0 Windows (ntegrated authentication): REK-ALPHARPTS 1% ZiaulH

®) Standard {mived mode), please enter: |5

5000

SQL4ogin to be used by REK Application Database: |r5kAdmin | |“'““" |

Release REKRpt Version 1.01 < Back | | Next = | | Close |

Figure 7: RSKMRPT Application Installation Program

» “SQL Server name (including instance)” gives user an option selecting MS
SQL engine. System scans for the existing MS SQL Servers.

» Select MS SQL Server RSKRSW will connect to and create RFS (r5000)
database

» “Detected version” provides information about selected MS SQL Server

» Select MS SQL authentication method RSKRSW will use to connect to MS
SQL Server

» Windows (integrated authentication) - Uses the security features of Windows
clients and servers. SQL Server validates the account name and password
using the Windows principal token in the operating system. This means that
the user identity is confirmed by Windows.

» Standard (mixed mode) - When using SQL Server Authentication, logins are
created in SQL Server that are not based on Windows user accounts. Both the
user name and the password are created by using SQL Server and stored in
SQL Serve

» Please refer to MS SQL Manuals for detailed description
» Click on Next
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11 R5KRSW Web Configuration screen will appear:

G RSKRSW.Setup 1.0 -[ol x|
--,_j Configure RSKRSW
. o Spedfy necessary elements
Share on web-site: [1] Default Web Site *:80::hitp (Started)
Virtual folder name: http://rSk-alpharpts1:80. |R5KRep0rting |
Shortcut name: | R5KReporting urd |

@ Using IIS Manager verify that local 115 can host ASP.NET 4.0 applications:

1. I not already available, add 'ASP .NET v4.0" web-service extertion, and allow it.
Required file is <%windiriz\Microsoft NET\Frameworkw4.0.30315\aspnet_isapi.dl=.

2. Upon Setup completion confirm that proper ASP.NET version (4.0.30315) is selected for R5K
web-gpp.

Release RSKRpt Version 1.01 < Back | | Mext = | | Close

Figure 8: RSKMRPT Application Installation Program

Responder Feature Server can use existing facility’s Web site. We strongly

recommend contacting facility’s IT personnel and making changes for the entries
below:

» “Share on web-site” — provides an option of changing Web Site hosting RFS
content

o When “Typical” installation selected, this entry is disabled.

»  “Virtual Folder” — provides an option of changing directory hosting RFS
content

o When “Typical” installation selected, this entry is disabled.

» “Shortcut Name” (URL Alias) allows you to provide a more understandable
name (URL) to the RFS content

o When “Typical” installation selected, this entry is disabled.
» Click on Next

@ We recommend consulting changes with the site’s IT personnel.

Page 15 of 54



KI-2911 Responder 5000— R5KMRPT - Responder Feature Server Installation Guide

12 Installation Summary screen will appear:

RSKRSW.Setup 1.0 - | o

Summary
Review action summary before proceeding.

NSTALL ~
Database Server

The Database Server houses r5000 DB

REKRSW Server

REKRSW Service

REKRSW App Server

REKRSW WebApp

DB folder:C:*Program Files Microsoft SQL Server\MSSQIL12. SQLEXPRESS\MSSQL\DATAN
appdogin: rBkAdmin

REKRSW DB App r5000
DB Cwner : sa
Share as: hitp://rhk-alphamts 1:80/R5KReporting /

Shortcut name: R5KReporting ud

Release RAKRpt Version 1.01 < Back | | Instal | | e

Figure 9: RSKMRPT Application Installation Program

» Verify selected options are correct. If not click on Back to modify installation
parameters.

» Click on Next
13 Setup verification screen will appear:

RSKRSW.Setup 1.0 == -

Fimish

Thank you for choosing Rauland-Borg!
We look forward to help making your life an adventure...

@ Reguested action completed successfully! Viewlog...

INSTALL ~
Database Server

The Database Server houses r5000 DB

RSKRSW Server

REKRSW Service

REKRSW App Server

REKRSW WebApp

DE folder:C:\Program Files\Microsoft SGL Server\MSSQL12 SQLEXPRESS\MSSQL\DATAN
appogin: rikcAdmin

RESKRSW DB App r5000
DE Owner : sa
Share as: http://rBk-alpharpts 1:80/R5KReporting/

Shortcut name: R5KReporting.ur

Releass R5KRpt Version 1.01

Figure 10: RSKMRPT Application Installation Program

Page 16 of 54



KI-2911 Responder 5000— R5KMRPT - Responder Feature Server Installation Guide

R5K Configuration Software — System Options Settings

After successful installation, it is necessary to add RSKMRPT information to the
system.

Open Responder 5000 Configuration Software (R5SKWare ) and navigate to “System
Options” — “Servers & Email: tab:

i
W =& A
Dwvcn Setirga | T Cior | UL 1001 | Tr Saggeny Sarvem i | |
B pmatien | e atarr wwees Setwnp i St vl Sl

W A Gog. T TRR 2T or ok e et W ien g T TR 12 T o bk e
¥haad Ered deccem well Lne s conrect s fe ot o S Saregn
Fuohure Soiwi

Pt ibima I —
9 Vooe Ml Teme Ot | nmconds) 0

e [t Slaw I Ll =

Tacan | Tomar hame  — T e e L]
i e A -::[::g;muuno. [
Py P T
Pt By L i Sont T

Lacone Bactuy

M Sy D

Figure 11: System Options Editor (Time Triggers Tab)

In Responder Feature Server section enter IP Address or host name that Head End will
use to connect to RSKRSW.

R5K Configuration Software Application Licenses
R5KMRPT Application requires RSKMRPT License.

To install RSKMRPT License
1 Generate Token needed to obtain product license.
» Responder 5000 has to be fully configured in order to generate a Token
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Figure 12: RSKWare Generate Token

2 Connect to Rauland-Borg License portal -
http://ordersconnection.rauland.com/instance2EnvAALogin/html/login.html

> Provide Customer Number

am T

T R N o S e ) Vikeromate bamn () Do ok Croeir () Tonm porwiny o [ Loy s ) Potoss Ctroune e

@ Ouvr Full Line Of Products Te Fit Your Necds

B Variation License Portal

Figure 13: Rauland-Borg License Portal

3 Select type of the R5K License
> Make sure selected License includes RSKMRPT License
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Figure 14: Rauland-Borg License Portal

4  Enter Token and click on Generate
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Figure 15: Rauland-Borg License Portal

> Portal can also send an email with the License code

5 Enter generated License in a Home Screen of R5KWare and click on Apply
License
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Figure 16: RSKWare Apply License

Selecting Units to send to Responder Feature Server R5K
Configuration Software Zones Settings

The RFS Application Reports and Activity Board groups rooms into “Units”. Units
are created in the R5K Configuration Software in the Zones Editor. Zones are used as
a way to group Areas, Rooms, Beds into logical units for programming. All rooms in
the ER can be grouped into an ER Zone or all the even number rooms could be grouped
into an ER-Even Zone. A large system may have many zones created to make
programming coverage easier. For the RFS Application to receive a Unit the Zone
must be marked “Is Unit” in the Zones Editor. This allows only specific Zones to be
sent to the RFS Application as a Unit. Zones can include items from other zones or
include other zones. This allows custom Zones to be marked Units specifically for
reports or you can mark existing Zones as Units to send the RFS Application.

Refer to KI-2908, Responder 5000 Configuration Guide for more information
configuration Zones.
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Figure 17: R5SKWare Zone Editor

R5KMRPT Application Changing Default Port
The Responder Feature Server communicates with The Responder 5000 system
R5KMSCs using default UDP port 5003. To change the UDP port follow these steps:

1 Open Responder 5000 Configuration Software and navigate to “System Options”
— “Device Settings” — “Interconnection”
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Figure 18: R5SKWare System Options — Device Settings

» Change UDP Port Number

2 Compile Configuration File and Download to the system

3 Navigate to the default directory C:\Rauland-Borg\R5K_Facilities\xxxxxx
(xxxxxx is the site name that you used in the R5KWare while creating the

configuration)
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4 Copy the RSKRpt.xml manually to the default directory of the RSKReportService
C:\Program Files (x86)\Rauland-Borg\R5KRSW\R5KReportService

5 Please note that, if it’s a first time RSKMRPT installation or the default UDP port
number is changed the R5KRpt.xml file needs to be copied manually to the
R5KReportService directory. However, if it’s a software upgrade the RSKRpt.xml
gets copied automatically to the R5KReportService directory provided the
R5KRSW Service is running

R5KMRPT Configuration for a first time installation

For a first time RSKMRPT installation, the R5K.ReportingService.exe.config and the
web.config files need to be edited in order to configure the RSKRSW Service and
R5KRSW App-Service respectively.

Before start configuring the RSKRSW Service, installer should know the following
information that are required to edit the R5K.ReportingService.exe.config.

>
>

>

>
>

Host name of the Responder Feature Server

Path of the R5K.ReportingService.exe (default path is C:\Program Files
(x86)\Rauland-Borg\R5SKRSW\R5KReportService)

Path of the R5K.ReportingWebApp (default path is C:\Program Files
(x86)\Rauland-Borg\R5SKRSW\R5KReportWebApp)

System email address and password (for sending Recurring reports; typically
it’s an administrator email)

Sender name to be displayed on email of the Recurring reports
SMTP or SMTPS host URL name
SMTP or SMTPS port number

For the R5KRSW App-Service configuration, the ‘ServiceUri’ parameter in the
web.config file needs to set with the Responder Feature host name. This host name
match be the same host name used in the R5K.ReportingService.exe.config.
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Editing RSKMRPT Configuration files

Navigate to the directory containing R5KReportService

» Default location is: C:\Program Files (x86)\Rauland-
Borg\R5KRSWAR5KReportService\

&« v P > This PC » OS|(C:) > Program Files (x86) > Rauland-Borg > R5KRSW > RSKReportServicel

-9 R5K ReportService.exe . MigraDoc.RtfRendering.dll
léRSI(RptDummyr . PdfSharp.Charting.dll
R5K.ReportService.InstallState PdfSharp.dll
« R5K.Config.dll ' SpreadsheetLight.dll
. R5K.Report.dll . Microsoft.AspNet.Identity.Core.dIl
. RSK.ReportScheduler.dll . Microsoft. AspNet.SignalR.Core.dll
‘B R5K ReportService | Microsoft.Owin.Cors.dll
. R5K.CleanerTool.dll . Microsoft.Owin.dll
. R5K.Device.dll . Microsoft.Owin.Host.HttpListener.dll
. R5K.Persistence.dll | Microsoft.Owin.Hosting.dll
- R5K.Servicelnterface.dll . Microsoft.Owin.Security.dll
. R5K.UIServicedll . Microsoft.Owin.Security. OAuth.dll
. R5K.DTOII . Newtonsoft.Json.dll
. R5K.SharedLibrary.dll | Owindll
‘B R5KRptConfigApp | System.Web.Cors.dll
#s RSKRpt Log
| R5K.ReportService.exe.config.bak Images
9 R5KRptConfigApp.exe

Figure 19: RSKRSW Service directory

» Open R5K.ReportingService.exe (config) for editing
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<7xml version="1.0" encoding="utf-8"?>
<configuration>
<startup>
<supportedRuntime version="v4,0" sku=".NETFramework,Version=v4.5.2" />
</startup>
<connectionStrings>
<add name="R5K.ConnectionString” connectionString="Data Source=Z1AULH2900\RSKRPTDEB; Initial Catalog=r5000;Integrated Security=False;
User ID=rSkAdmin;F ;Connect Timeout=10" />
</fconnectionStrings>

<appsettings
<add kev:value:"c:\tfs.rauland\Defaultcollectian\RSK Reporting\R5K-International-NonRTL\RSKReportService \RSKRpt.xml” />
<add key="UdpListeningPortOffset” value="3" />
<!-= This offset value will be added to the port no. supplied by the RSKRpt.xml in order to
create an Udp listening port for receiving transactions from MSCs and R5KWare-->

<add key="| PerPage” value="20" />
<add key value="C:\tfs.rauland\DefaultCollection\R5K Reporting\R5K-International-NonRTL\RSKReporting\RSK. WebUIY" />

<add ke JentUrsenyicetURT™ Falue="http://localhost:9191" />
<add key="RudpConnectionLostMNotification” value="20" />
<I-- in seconds, a Rudp connection lost notification sends out to client broweser -->
<add key="ClientSettingsProvider.ServiceUr" value="" />
<add key="RecurringReportiobTime" value="0200" />
<!--military time-->
<add key="CleanerToolJobTime" value="1710" />
<add key="DefaultConfigVersion” value="000000009" />
<!-- this must be same as in the Dummy version of RSKRpt.xml supplied with Installer-->
<|--LogLevel possible values : DebugData, Trace, Info, Warning, Error, Exception-->
<add key="LogLevel" value="Info" />
<|--Use proper emall address-->
<add key< EmailllserName] value="R5000dev@Rauland.com"” />
<add key{Namelghisplay Ivalue="R5KReport Admin" />
<l--Use prgpe i
<add key value="r5000" />
<add key=f5mipHostUrl fvalue="webmail.rauland.com” />
<add key=[>mipFort Jvalue="25" />
<!--Provide the path where logging file is cught to be created, if "." or " " is specified then, logging file will be created in "~/bin/Debug/Log/" folder, which is the BaseDirectory.-->
<add key="LogFilePath” value="." />
<!--Time to generate reports should be mentioned in seconds.-->
<add key="AlertTimeToGenerateReport” value="30" />
</appSettings>

<runtime>
<loadFromRemoteSources enabled="true" />
< lyBinding xmins="urn:sct -microsoft-com:asm.v1">

<dependentAssembly>
<assemblyldentity name="Microsoft.Owin” publickeyToken="31bf3856ad364e35" culture="neutral” />
<bindingRedirect oldversion="0.0.0.0-3.0.1.0" newVersion="3.0.1.0" />
</dependentAssembly>
<dependentAssembly >
<assemblyIdentity name="Microsoft.Owin.Security” publicKeyToken="31bf3856ad364e35" culture="neutral" />
<bindingRedirect oldversion="0.0.0.0-3.0.1.0" newVersion="3.0.1.0" />
</dependentAssembly>
<dependentissembly>
<assemblyldentity name="Microsoft.Owin.Security.0Auth™ publickeyToken="31bf3856ad364e35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-3.0.1.0" newVersion="3.0.1.0" />
</dependentAssembly >
</assemblyBinding>
<generatePublisherEvidence enabled="false” />
</runtime>
</configuration>

Figure 20: R5K.ReportService.exe.config file

» Edit the configuration parameters as shown in the red colors of the above
figure

» Save the R5K.ReportService.exe.config file
Navigate to the directory containing R5KReportWebApp

» Default location is: C:\Program Files (x86)\Rauland-
Borg\R5KRSW\R5KReportWebApp\
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« S > This PC » OS

Name

app
ReportDownloadFolder
bin
Content
fonts
scripts

£ KI2910

| Web.config.bak

< favicon
a| Global

® index

2 login

= packages
~ Readme
._'; Web

(C:) » Program Files (x86) » Rauland-Borg > R5KRSW » RSKReportWebAppI

ey

Date modified

5/12/2017 12:31 PM
5/12/2017 12:31 PM
5/12/2017 12:31 PM
5/12/2017 12:31 PM
5/12/2017 12:31 PM
5/12/2017 12:31 PM
2/14/2017 11:12 A...
4/18/2017 5:07 PM
5/5/2017 3:32 PM
5/5/2017 3:32 PM
5/5/2017 3:32 PM
5/5/2017 3:32 PM
5/5/2017 3:32 PM
5/5/2017 3:32 PM
5/5/2017 3:32 PM

Figure 21: R5K.ReportWebApp directory

» Open web.config for editing
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<?xml version="1.0"?>

<l--
For more information on how to configure your ASP.NET application, please visit
http://go.microsoft.com/fwlink/?Linkid=301879
-->

<configuration>

<appSetting
<add kev=a|ue,-.hup:mocalhost:glgl i -

<add key="webpages:Version” value="3.0.0.0" />
<add key="webpages:Enabled” value="false" />
<add key="ClientValidationEnabled" value="true" />
<add key="UnobtrusivelavaScriptEnabled” value="true" />
</appSettings>
<system.webServer>
<staticContent>
<remove fileExtension="json" />
<mimeMap fileExtension=".json" mimeType="application/json" />
<remove fileExtension=".woff" />
<mimeMap fileExtension=".woff" mimeType="application/font-woff" />
</staticContent>
</system.webServer>

& lan
For a description of web.config changes see http://go.microsoft.com/fwlink/7Linkld=235367.

The following attributes can be set on the <httpRuntime> tag.
<system.Web>
<httpRuntime targetFramework="4.5.2" />
</system.Web>
-
<system.web>
<compilation debug="true"” targetFramework="4,5.2"/>
<httpRuntime targetFramework="4.5"/>
</system.web>
<system.webServer>
<defaultDocument:>
<files>
<ffiles>
</defaultDocument:
<handlers>
<remove name="ExtensionlessUrlHandler-Integrated-4.0"/>
<remove name="0PTIONSVerbHandler"/>
<remove name="TRACEVerbHandler"/>
<add name="ExtensionlessUrlHandler-Integrated-4.0" path=""." verb=""" type="System.Web.Handlers.TransferRequestHandler” preCondition="integratedMode, runtimeVersionv4.0"/>
</handlers=
</system.webServer>
<runtime=
<assemblyBinding xmins="urmn:schemas-microsoft-com:asm.v1">
<dependentAssembly>
<assemblyldentity name="System.Web.Helpers" publicKeyToken="31bf3856ad364e35"/>
<bindingRedirect oldversion="1.0.0.0-3.0.0.0" newVersion="3.0.0.0"/>
</dependentAssembly>
<dependentAssembly >
< blyldentity name="Systemn.Web.Mvc" publickeyToken="31bf3856ad364e35"/>
<bindingRedirect oldversion="1.0.0.0-5.2.3.0" newVersion="5.2.3.0"/>
</dependentAssembly:
<dependentAssembly>
<assemblyldentity name="System.Web.WebPages" publicKeyToken="31bf3856ad364e35"/>
<bindingRedirect oldversi “1.0.0.0-3.0.0.0" newVersion="3.0.0.0"/>
</dependentAssembly>
</assemblyBinding>
</runtime>
</configuration>

Figure 22: web.config file

» Edit the “ServiceUri” field
» Save the web.config file
» Start the R5SK.ReportService from Window Services

Page 26 of 54



KI-2911 Responder 5000— R5KMRPT - Responder Feature Server Installation Guide

File Action View Help

QI-D|E;3 N TR

4 Services (Local) < )
RSK.ReportService
portService s coming from devices and sup... Running
Stop the service ) ) e A o e BT ECIOT T & TEITIOte o TTaTE BCaT oy
Restart the service ", Remote Access Connection Ma... Manages dial-up and virtual private network (VPN)... Manual Local Syste...
£, Remote Desktop Configuration  Remote Desktop Configuration service (RDCS) isre.. Running  Manual Local Syste...
Description: £, Remote Desktop Connection Br... Enables a user connection request to be routed to ..  Runni At i 5
Processes messages coming from (4, Remote Desktop Management  Management Service for Remote Desktop Services  Running  Automatic (D... Metwork S...
devices and spports RSK WebApp ), Remote Desktop Services Allows users to connect interactively to a remote c..  Running  Manual Metwork S...
i Remote Desktop Services User..  Allows the redirection of Printers/Drives/Ports for ..  Running  Manual Local Syste...
, Remote Packet Capture Protoc... Allows to capture traffic on this machine from a re... Manual Local Syste...

Figure 23: Starting R5K.ReportService

R5KMRPT Configuration for a Software Upgrade

After successful RSKMRPT software upgrade, start the R5K.ReportSerice from
Window Services.
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3

3: Accessing Application
Software

R5KMRPT Application clients can access R5K via browsers installed on Client PCs,
Macs, and iPads.

Responder Feature Server Client Requirements

R5KMRPT Application client supports the following Web browsers and needs the
following applications:
» Web browser
o Internet Explorer - Version 11.0 or later
e Chrome — Version 58.0.xx or later

» Microsoft Excel™ (to run Reports) — Excel 2016 — if RFS Reports will be
displayed in Excel format on the Client computer
» Adobe Acrobat Reader (to review manuals and install diagrams) — version

2017 - if RFS Reports will be displayed in Adobe format on the Client
computer

Accessing the Software

To use any of the modules that comprise the RSEKMRPT Application, a Web link shall
be provided to you, and you must have permission to log into the system.

To Sign In:

1 Open a Web browser and navigate to the link provided by your Administrator:
» The Log In screen will appear:
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Marand ’!’J
’Fespmlm. 5000

Figure 24: RSKMRPT Application Sign in Screen

2 Enter your username and password.

> Software is installed with a Default Username — “r5kuser” and a default
Password — “r5kuser”.

» If you do not know your Username or Password, consult your system
administrator.

» If you are using a touchscreen display, you may use the on-screen keyboard
to make your entry.

3 Click on the Sign In button to continue.

To Sign Out:
1 Click on the Sign Out button in the My Profile module:

2

‘elcome Patrick /
Change Password Sign Out

Figure 25: RSKMRPT Application Sign out Screen

Click here to Sign Out.

Navigate between modules of the application

To access a specific module of the RSKMRPT Application you have to interact
with the Main Navigation located at the top of each page.

azlal F _—
Responder 5000 Reports Activity Board Patient Details Administration

Figure 26: Application Main Navigation

By clicking on a desired module name the application will directed you to the specific
module.
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Navigate between features of a module

Each module has one or more features available for users to interact with. For example,
the Reports module offers five reports, the recurring reports feature and report
templating list view. A user can navigate between these features by:

1 Clicking on Reports Module name located on the at the top of each page.

2 Clicking on the desired report/feature (e.g. Detailed Call Data by Unit Report)
situated on the left side of the screen.

3 The Detailed Call Data by Unit Report screen will be loaded.

e

Figure 27: RSKMRPT Application Detail Call Data by Unit

Other Things You Should Know

» The Reports Software Application emails Recurring Reports at 2:00 AM
(local time of the Responder Feature Server)
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a4

4: Network Ports Used In
Reports Software
Application

Due to security concerns and to protect facilities personnel from undesirable network
traffic, a majority of facilities have implemented Fire Walls on their networks.
However, Firewalls close certain TCP/IP ports to achieve this purpose. The Responder
Feature Server Application requires specific network ports to be open. If the ports
below are closed the facilities’ IT department may open them up for the specific IP
addresses assigned to the Reports Software Application components.

We recommend consulting Firewall changes with the site’s IT personnel.

Below is the list of network (TCP/UDP) ports required for the proper setup and
operation of Reports Software Application:
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Port

TCP/UDP

Direction

Comments

5003

UbP

Outbound

This port is used to communicate with
embedded side of R5K. In an event the port
assignment is changed it is necessary to
manually copy R5KRpt.xml file from
R5KWare and after that restart R5K.Report
Service.

5006

uUbP

Inbound

This port is created using an offset value of
three (3) as a default. Whatever port is used in
R5KRpt.xml the R5K.Report Service adds the
offset value to create this listening port. The
offset value is configured in the
R5K.ReportService.exe.config

9191

TCP

Inbound + Outbound

Keeping persistence connection as well as
sending data/notifications to R5kWebApp
(client browser) from R5KRpt Service

80

TCP

Inbound

HTTP Port

69

UbP

Inbound + Outbound

TFTP (Trivial File Transfer Protocol)

25

TCP

Outbound

SMTP (Simple Mail Transfer Protocol) or
SMTPS (Simple Mail Transfer Protocol
Secure)

Port 25 is used as a default for SMTP. If
facility uses different Port please remember to
include new Port information in
R5K.ReportingService.exe (config) as well.

5003, 5004

TCP, UDP

Inbound + Outbound

R5KWare Application exceptions for both
ports is required for communications with
system.

The following represents the typical configuration requirements for the R5K Reporting
Software Application UDP and TCP Inbound/Outbound port configuration rules for the
Windows Firewall on a Microsoft Windows Server 2012 R2.

» Open Windows Firewall (Windows Control Panel)
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= ] v WP » Control Panel + System and Securty » Windows Finewall v & | search Contrel Panel o

Cirinl Bl Eiiieia Help protect your PC with Windows Firewall

wiindows Firewall can help prevent hackers or malicious software fram gaining access to your PC thraugh the
Allew an app of feature Internet or 5 network.
through Windows Firewall

W Change notification settings . 9 Domain networks Connected @)
B Turn Windows Firewall an or
Metworks at 8 workplace that are attsched to » domain
A Feamisi i | Wirndbeues Farmwall state: an
W Advanced settings

Block all connections to apgs that are not on the st
of allowed apps

i vse-rseap.nET

Incoming connechions:
Troubleshoot ny network
Active domain networks:

Motification state:

. ﬂ Private networks

. 0 Guest or public netwarks

Do not notify me when Windows Firewall blocks &
new app

Not connected G2

Mot connected (%)

See akto
Action Center
Metwork and Sharing Center

Figure 28: Windows Firewall

TCP Inbound Ports

» Click on Advanced settings and select Inbound Rules

File A
LR
Name Profile Enabled Action
3 Outoound Rules {@)sMC Service Domain  Ves Allow
S E ;‘;"ﬂ”;;ﬁ:; Security Rules | @ o Service Domain  Ves Allow
OSNAC Service Domain  Ves Allow No
@SNAC Service Domain  Ves Allow Ne
.BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr...  All Mo Allow No
.BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach... All Mo Allow No
.BranchCache Peer Discovery (W5D-In) BranchCache - Peer Discove... All Mo Allow No
@ COM-+ Netwrk Access (DCOM-In) COM+ Network Access Al No Allow No
.COM+ Remote Administration (DCOM-In) COM+ Remote Administrati...  All No Allow No
(@ Core Networking - Destination Unreacha... Care Networking Al Ves Alow  No
OCore Networking - Destination Unreacha... Core Networking All Ves Allow No
@Core Networking - Dynamic Host Config.. Core Metworking All Yes Allow Ne
@Core Networking - Dynamic Host Config.. Core Networking All Yes Allow Ne
@Core Metworking - Internet Group Mana... Core Networking All Yes Allow Ne
@Core Metworking - IPHTTPS (TCP-In) Core Networking All Yes Allow Ne
@Core Metworking - IPv6 (IPv6-In) Core Networking All Yes Allow Ne
@Core Metworking - Multicast Listener Do..  Core Networking All Yes Allow No
(@ Core Networking - Multicast Listener Qu... Core Networking Al Ves Allow  No
< [T > [ <] [0 [ >

Figure 29: TCP Inbound Setup

» Right-click on Inbound Rules and click on “New Rule” to launch the wizard
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P Mew Inbound Rule Wizard x|

Rule Type
Select the type of firewall nule to create

Steps:
@ Rule Type What type of rule would you like to creats?
@ Protocol and Ports

Action ) Program

L J ot
@ Profile Rule that controls connections for a program.
@ MName ® Port

Rule that controls connections for a TCP or UDP port.
() Predefined:
BranchCache - Cortent Retrieval (Uses HTTF)

Rule that controls connections for 8 Windows experience:

) Custom
Custom rule

oo |[Clets

Figure 30: TCP Inbound Setup

» Select “Port” and click on “Next” under “Rule Type”

i New Inbound Rule Wizard x|

Protocol and Ports

Specify the protocols and ports to which this rule applies

Steps:

@ Rule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports ® TCP

@ Action ) UDP

@ Profile

@ MName

Dioes this rule apply to all local ports or speciic local ports?

O All local ports
® Specific local ports: 80. 5003. 5004. 3191
Example: 80, 443, 5000-5010

<Back  |[Hied3 Eae

Figure 31: TCP Inbound Setup

» Select “TCP” and “Specific local ports”
» Enter “80, 5003, 5004, 9191” into the field.
» Click on “Next”
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" New Inbound Rule Wizard =3
Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

@ Fule Type What action should be taken when a connection matches the specified conditions?

» Protocol and Ports -
(@) Allow the connection

) iy This includes connections that are protected with IPsec as well as those are not
s Profile .
) Allow the connection if it is secure
@ Name

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node

) Block the connection

<Back [ Net> |[ Cancel

Figure 32: TCP Inbound Setup

> Select “Allow the connection” and click “Next”

i New Inbound Rule Wizard -
Profile

Specify the profiles for which this rule applies.

Steps:
@ FRuls Type When does this rule apply?
# Protocol and Ports
@ Action Domain
5 Profile Applies when a computer is connected to its corporate domain.
@ MName Private
Applies when a computer is connected to a private network location, such az a home
orwork place
Public

Applies when a computer is connected to a public network location

Figure 33: TCP Inbound Setup

» Check “Domain”, “Private” and “Public” options and click “Next”
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" New Inbound Rule Wizard -

Name

Specify the name and description of this rule.

Steps:

@ Rule Type

@ Protocol and Ports
@ Action

* Frofie planc
RSK TCP Inbound Ports|

& MName

Description (optional):

<Back || Fmen | [ Cancel

Figure 34: TCP Inbound Setup

» Enter name for the newly created rule. For example, “R5K TCP Inbound
Ports” and click on “Finish”

Page 36 of 54



KI-2911 Responder 5000— R5KMRPT - Responder Feature Server Installation Guide

UDP Inbound Ports

» Click on Advanced settings and select Inbound Rules

g Windows Firewall with Advanced Security = | E -
File Action View Help
L4
|_ Ltz 0 Name Group “ Profile  Enabled  Action Qvel ~
Qutbound Rules (@ RSK TCP Inbound Ports Al Yes Allow  No
&-':'f Connection Security Rules @SMC Service Domain  Yes Allow No | =
- B Monitoring
@SMC Service Domain  Yes Allow No
@SNAC Service Domain  Yes Allow No
@SNAC Service Domain  Yes Allow No
.BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr..  All No Allow Neo
.BranchCache Hosted Cache Server (HTT.. BranchCache - Hosted Cach... All No Allow Neo
.BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove.. Al No Allow Neo
@ COM-+ Network Access (DCOM-In) COM+ Network Access All No Allow No
.COM+ Remote Administration (DCOM-In) COM+ Remote Administrati., Al No Allow No
@Cuva Networking - Destination Unreacha.. Core Networking All Yes Allow No
(@ Core Networking - Destination Unreacha... Core Networking Al Yes Mlow  No
(@ Core Networking - Dynamic Host Config... Core Networking Al Yes Mlow  No
(@ Core Networking - Dynamic Host Config... Core Networking Al Yes Mlow  No
(@ Core Networking - Internet Group Mana...  Core Networking Al Yes Mlow  No
@Cme Netwaorking - IPHTTPS (TCP-In) Core Networking All Yes Allow No
(8 Core Netwarking - IPv6 (IPv6-In) Core Networking Al Yes Mlow  No
(8 Core Netwarking - Multicast Listener Do...  Core Netwarking Al Yes Mlow  No v
< m > < m >

Figure 35: UDP Inbound Setup

» Right-click on Inbound Rules and click on “New Rule” to launch the wizard

P New Inbound Rule Wizard =3
Rule Type
Select the type of firewall rule to create.

Steps:

Ruls Type What type of rule would you like to create?

Protocol and Ports

@ Action Program
@ Profile Fule that controls connections for a program
@ Name Port

Rule that controls connections for a TCF or UDF port
O Predefined:
BranchCache - Content Retrieval (Uses HTTF)
Rule that controls connections for a Windows experience.
O Custom
Custom rule.

Figure 36: UDP Inbound Setup

» Select “Port” and click on “Next” under “Rule Type”
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i

Steps:

# Fule Type

» Protocol and Ports
@ Action

@ Profile

@ Name

Protocol and Ports
Specify the protocols and ports to which this rule applies

New Inbound Rule Wizard

Dioes this rule apply ta TCP or UDP?

O ICP
® UDP

Does this rule apply to all local ports or specific local ports?

) All local ports
® Specific local ports:

69, 5003, 5004, 5006
Example: 80, 443, 5000-5010

< Back | [ cancel

Neat =

Figure 37: UDP Inbound Setup

» Select “UDP” and “Specific local ports”

> Enter “69,

5003, 5004, 5006 into the field.

> Click on “Next”

4

Action

Steps:

# Rule Type

# Protocol and Ports
@ Action

# Profile

» Name

New Inbound Rule Wizard

Specify the action to be taken when a connection matches the conditions specfied in the rule

What action should be taken when a connection matches the specified conditions?

@ Allow the connection
This includes connections that are protected with |Psec as well as those are not.

() Allow the connection if it is secure
Thiz includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security

Rule node.

() Block the connection

<Back || Net> Cancel

Figure 38: UDP Inbound Setup

> Select “Allow the connection” and click “Next”
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@ New Inbound Rule Wizard =]

Profile
Specify the profiles far which this rule applies

Steps:
® Aule Type When does this e apply?
@ Protocol and Ports
@ Action Domain
s Profle Applies when a computer is connected to its corporate domain
» Name Private
Applies when a computer is connected to a private network location, such as a home
orwork place.
Public

Applies when a computer is connected to a public network location

<Back |[ mMet> |[ cancel

Figure 39: UDP Inbound Setup

» Check “Domain”, “Private” and “Public” options and click “Next”

4 New Inbound Rule Wizard 3]

Name

Specify the name and description of this rule.

Steps:
@ FRule Type
@ Protocol and Ports

@ Action
® Profil Neame

[R5K UDP Inbound Ports|
@ Name

Description {pptional):

<Back || Fmsh | [ Cancel

Figure 40: UDP Inbound Setup

» Enter name for the newly created rule. For example, “R5K UDP Inbound
Ports” and click on “Finish”
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TCP Outbound Ports

» Click on Advanced settings and select Inbound Rules

"4 Windows Firewall with Advanced Security == -
File Action View Help
L
&3 Inbound Rules Name Group - Profile  Enabled  Action  Ovel ~
Egri:z::::;';:mhm @ BranchCache Content Retrieval (HTTP-O... BranchCache - Content Retr... Al No Alow  No
» B Monitorn @ BranchCache Hosted Cache Client (HTT... BranchCache - Hosted Cach... Al No Alow  No
= o @ BranchCache Hosted Cache Server(HTTP... BranchCache - Hosted Cach... Al Ne Alow  No |=
@ BranchCache Peer Discovery (WSD-Out)  BranchCache - Peer Discove... Al Ne Alow  No
(@ Core Networking - DNS (UDP-Out) Core Networking Al Ves Alow  No
(@ Core Networking - Dynamic Host Config... Core Networking Al Yes Allow  No
(@ Core Networking - Dynamic Host Config... Core Networking Al Ves Alow  No
(@ Core Networking - Group Policy (LSASS-... Core Networking Domain  Ves Allow  No
(@ Core Networking - Group Policy (NP-Out) ~ Core Networking Domain  Ves Allow  No
(@ Core Networking - Group Policy (TCP-0...  Core Networking Domain  Ves Alow  No
(@ Core Networking - Internet Group Mana...  Core Networking Al Yes Allow  No
(@ Core Networking - IPHTTPS (TCP-Out)  Core Networking Al Ves Alow  No
(@ Core Networking - IPv6 (IPv6-Out) Core Networking Al Ves Alow  No
(@ Core Networking - Multicast Listener Do...  Core Networking Al Yes Allow  No
(@ Core Networking - Multicast Listener Qu... Core Networking Al Ves Alow  No
(@ Core Networking - Multicast Listener Rep... Core Networking Al Yes Allow  No
(@ Core Networking - Multicast Listener Rep... Core Networking Al Yes Allow  No
(@ Core Networking - Neighbor Discovery A... Core Networking Al Ves Alow  No v
< m > < n >

Figure 41: TCP Outbound Setup

» Right-click on Outbound Rules and click on “New Rule” to launch the wizard

& Mew Outbound Rule Wizard =3
Rule Type

Select the type of firewall rule to create.

Sieps:

@ Rule Type What type of ule would you like to create?

@ Protocol and Ports

@ Action ) Program
o Profile Rule that controls connections for & program.
@ Name ® Port

Rule that controls connections for a TCP or UDF port
O Predefined:
BranchCache - Content Retrieval (Uses HTTF)
Rule that controls connections for 8 Windows experience
) Custom
a_tslnm rule

Figure 42: TCP Outbound Setup

» Select “Port” and click on “Next” under “Rule Type”
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& New Outbound Rule Wizard |

Protocol and Ports

Specify the protocols and ports to which this rule applies

Steps:

s Rule Type Dioes this rule apply ta TCP or UDP?
» Protocol and Ports ® 1CP
@ Action O upp

@ Profile

@ Name
Does this rule apply to all remote ports or specific remote ports?

() All remote ports
® Specific remote ports: |25, 5003, 5004, 9191
Example: 80. 443. 5000-5010

<Back |[ HNed: || Cancel

Figure 43: TCP Outbound Setup

» Select “TCP” and “Specific local ports”
» Enter “25, 5003, 5004, 9191” into the field.
» Click on “Next”

" Mew Outbound Rule Wizard =3

Action

Specify the action to be taken when a connection matches the conditions specfied in the rule

Steps:
» Fle Type What action should be taken when a connection matches the specfied conditions?

» Protocol and Ports .
(®) Allow the conneclion

) ST This includes connections that are protected with |Psec as well as those are not.
» Profile N
N () Allow the connection if it is secure
=me Thiz includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.
() Block the connection

[ <Back || bNew> |[ cancel

Figure 44: TCP Outbound Setup

> Select “Allow the connection” and click “Next”
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"3 MNew Outbound Rule Wizard =]

Profile
Specify the profiles for which this nule applies.

Steps:
@ Rule Type When does this rule apply?
@ Protocol and Ports
@ Action Domain
s Profile Applies when a computer is connected to its corporate domain
@ Name Private
Applies when a computer is connected to a private network location, such as 3 home
orwork place.
Public

Applies when a computer is connected to a public network location

[ <Back || Net> |[ cancel

Figure 45: TCP Outbound Setup

» Check “Domain”, “Private” and “Public” options and click “Next”

o New Outbound Rule Wizard =T

Name

Specify the name and description of this rle

Steps:
@ FRule Type

@ Protocol and Ports
@ Action

® Profle Hame
[RSK TCP Outbound Ports|

& Name

Description (optional)

<Back |[  Fnsh || Cancel

» Enter name for the newly created rule. For example, “R5K TCP Outbound
Ports” and click on “Finish”
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UDP Outbound Ports

» Click on Advanced settings and select Outbound Rules

Ede  Action  Yeew  Help

o #[m| (3] @
F | outbound Rules
2 Inbound Rules Hame Group * Profile | Enabled  Action  Cvein
E g::;::":m‘. futes || ERSKTCP Outbound Ports 2 Yes Allow Mo |
i SRRy @ BranchCache Content Hetrieval (HTTP-O...  BranchCache - Content Retr.. Al Mo Allaw Mo
v & Monftoring @ BeanchCache Hosted Cache Client (HTT... BranchCache - Hested Cach... Al Ne Allow Mo B
8 BranchCache Hosted Cache ServedHTTP.. BranchCache - Hosted Cach... A1 Mo Al Mo
@ BranchCache Peer Discovery () BranchCache - Peer Discove... AN Ne Adlerer Mo |
0 Core Netwarking - ONS (UDP-0ut) Core Metworkimg A Yo Allow Mo
8 Core Netwasking - Dynamic Howt Confag...  Core Metworking an Ves Al Mo
0 Core Networking - Dynamic Host Config...  Core Networking A Yo Allow Mo
€ Core Networking - Groug Policy (LSASS-.,  Core Networking Domain  Yes Alew Mo
& Core Networking - Group Policy (NP-Out]  Core Networking Demain Yes Allere Mo
& Core Networking - Groug Policy (TCP-0..  Core Networking Domain  Yes Alow Mo
@ Core Networking - Internes Group Mana...  Core Networking Al es Allow Mo
8 Core Networking - IPHTTPS (TCP-Owt)  Core Networking A Yes Alew Mo
€ Core Netwarking - 1PvE (IPvE-Out) Core Netwarking Al Ves Allow Mo
@ Core Netwarking - Multicast Listener Do..  Core Networking Al Yes Allaw Mo
0 Core Networdking - Multicast Listener Qu_..  Core Netwarking an ez Allow Mo
e ing - Multicast Li Rep_. C 2 AN Yes Allow Mo
0 Care Networking - Multicast Listenes Rep... Core Networking & Ves Allow Mo |~
< m | il < [ | ]

Figure 46: UDP Outbound Setup

» Right-click on Inbound Rules and click on “New Rule” to launch the wizard

Rule Type
Select the type of firewall rule to create.

Sieps:

@ Fule Type What type of rule would you like to create ?

@ Protocol and Ports

@ Action ©) Program

@ Profle Fule that cortrols connections for a program.
@ Name @ Port

Rule that controls connections for a TCP or UDP port

) Predefined:

[BranchCache - Contert Retrieval (Uses HTTF)
Rule that controls connections for a Windows experience

O Custom
Custom rule.

<Bock || Mes> || Cancel

Figure 47: UDP Outbound Setup

» Select “Port” and click on “Next” under “Rule Type”
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i

Steps:

# Fule Type

» Protocol and Ports
@ Action

Profile:

.

@ Name

New Qutbound Rule Wizard

Protocol and Ports

Specify the protocols and ports to which this rule applies

Dioes this rule apply ta TCP or UDP?

O ICP
® UDP

Does this rule apply to all remote ports or specific remote ports?

() All remote ports
® Specific remote ports: 69, 5003, 5004, 9191
Example: 80. 443. 5000-5010

<Back |[ HNed: || Cancel
Figure 48: UDP Outbound Setup
» Select “UDP” and “Specific local ports”
> Enter “69, 5003, 5004, 9191” into the field.
> Click on “Next”
"4 New Outbound Rule Wizard -

Steps:
@ Rule Type

@ Protocel and Parts
@ Action

@ Profie

@ MName

Specify the action to be taken when a connection matches the conditions specified in the rule

What action should be taken when a connection matches the specified conditions?

) Allow the connection
This includes connections that are protected with IPsec as well s those are not

() Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Fule node.

() Block the connection

<Back || Net> |[ Cancal

Figure 49: UDP Outbound Setup

> Select “Allow the connection” and click “Next”
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o New Outbound Rule Wizard -

Profile
Specify the profiles for which this rule applies

Steps:
Ruls Typs When does this rule apply?
Protocal and Ports
Action Domain
Profile Applies when a computer is connected to its corporate domain.
Name Private

Applies when a computer is connected to a private network location, such as  home
or work place

Public
Applies when a computeris connected to a public network location

<Back || Ned> || cancel

Figure 50: UDP Outbound Setup

» Check “Domain”, “Private” and “Public” options and click “Next”

w MNew Qutbaund Rule Wizard -
Nome

Specty the name and description of this nule

S

iame:

[R5 UDP Outbound Pons
&  MName b

Diescription foptional):

<gack  |[_frwen ]| [ Cancel |

Figure 51: UDP Outbound Setup

» Enter name for the newly created rule. For example, “R5K UDP Outbound
Ports” and click on “Finish”.

» Enable the firewall and test your system configuration.

Additional program exception rules must be created for each application to
properly run,

e R5Kware
e Internet Browsers: Internet Explorer or Chrome

Once the firewall is enabled. Consult site’s IT personnel for assistance as
needed.
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5

5: MS SQL Express 2014
Installation

Download MS SQL Express 2014 (SQLEXPRWT x64 ENU.exe) from Microsoft
Web site.

» Double-click SQLEXPRWT _x64_ENU.exe to extract SQL Express 2014
installation files:

o

Choose Directory For Extracted Files @

Choose Directory For Bdracted Files

MCDsMSQLEXPRWT 64 EN

[ Ok ] [ Cancel ] [Bmwse...]

Figure 52: MS SQL Installation

» The SQL Express 2014 extraction of installation files will begin:

Microsoft SQL Server 2014 Express with Tools @

Preparing: C:\CDs\SQLEXPRWT _x64 EMUNSETUP.EXE

Figure 53: MS SQL Installation
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71 SQL Server Installation Center EI@
Planning h New SQL Server stand-alone installation or add features to an existing installation
Installation Launch a wizard to install SQL Server 2014 in a non-clustered environment or to add

features to an existing SQL Server 2014 instance.
Maintenance
ot ﬁ Upgrade from SQL Server 2005, SQL Server 2008, SQL Server 2008 R2 or SQL Server 2012
ools
Launch a wizard to upgrade SQL Server 2005, SQL Server 2008, SQL Server 2008 R2 or 5QL
Resources Server 2012 to SQL Server 2014,
Options

Microsoft SQL Server2014

Figure 54: MS SQL Installation

»  Select “New SQL Server stand-alone installation or add features to existing
installation”:

% SQL Server 2014 Setup

License Terms

To install SQL Server 2014, you must accept the Microsoft Software License Terms,

License Terms -
MICROSOFT SOFTWARE LICENSE TERMS
Global Rules
| Product Updates MICROSOFT SQL SERVER 2014 EXPRESS

Install Setup Files
2 These license terms are an agreement between Microsoft Corporation (or based on where you

Install Rules live, one of its affiliates) and you. Please read them. They apply to the software named above,
Feature Selection wihich includes the media on which you received it, if any. The terms also apply to any Microsoft
Feature Rules +  updates,
Feature Configuration Rules

Installation Progress »  supplements,

Complete )
P a 9
Copy  Print

Taccept the license terms,

[ Tum on Custamer Experiznce Improvement Progrem [*CEP") and Error Reporting 1o help improve the
quality, reliability and performance of Microsoft SQL Server 2014,

See the Microsoft SQL Server 2014 Privacy Statement for more information.

* Microsoft SQL Server 2014 also includes a Visual Studic component that will have CEIP settings turned
off by default. If Visual Studic is installed, this component will use the CEIP settings for Visual Studio.

Figure 55: MS SQL Installation

» Check the "I accept the license terms" and click "Next" to continue:
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15 5QL Server 2014 Setup

' Feature Selection

License Terms

Glebal Rules

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules.

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Installation Progress

Complete

Select the Express features to install.

Features:

Instance Features

Database Engine Services

SQL Server Replication

Shared Features

Client Tools Connectivity

Client Taols Backwards Compatibility
Client Tools SDK
Management Toels - Basic
Management Tools - Complete
SQL Client Connectivity SDK
LocalDB

Redistributable Features

B8 Bl =

Feature description:

The configuration and operation of each
instance feature of a SQL Server instance is

isolated from other SQL Server instances. SQL
Server instances can operate side-by-sideon  ~

m»

Prerequisites for selected features:

Already installed: -
Windows PowerShell 2.0
- Micrnsaft NFT Framewnrk 3.5
< m

Disk Space Requirements

Drive C: 2534 MB required, 329602 MB -
available

Instance root directory:

Shared feature directory:

Shared feature directory (x86):

C:\Program Files\Microsoft SQL Server\
C:\Program Files\Microsoft SQL Server\

C:\Program Files (x86)\Microsoft SQL Server\

=

[ < Back H Next > H Cancel H Help

Figure 56: MS SQL Installation

> Make desired features selection and click “Next” to continue:

%5 SQL Server 2014 Setup

[E=SEoB
Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

License Terms
Global Rules
Product Updates
Install Setup Files
Install Rules

@ Default instance

@) Named instance: | MSSQLSERVER

Instance ID: MSSQLSERVER

Feature Selection
Feature Rules

Instance Configuration SQL Server directory:  C:A\Program Files\Microsoft SQL Server\MSSQL12. MSSQLSERVER
Server Configuration

Installed instances:
Database Engine Configuration

B T T e s InstanceName _Instance ID Features Edition Version
Installation Progress
Complete

[ spack [ wew» [[ cncd [[  Hep

Figure 57: MS SQL Installation

> Select “Default instance” and click “Next” to continue:
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%3 SQL Server 2014 Setup =N EcR =
1 Server Configuration
Specify the service accounts and collation configuration.
License Terms Service Accounts | Collation
Global Rules
S, Microsoft recommends that you use a separate account for each SQL Server service.
Install Setup Files Service Account Name Password Startup Type
Install Rules SQL Server Database Engine NT Service\MSSQLSERVER [Automatic [~
Feature Selection SQL Server Browser NT AUTHORITY\LOCAL ... Disabled ||
Feature Rules
Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Installation Progress
Complete
[ <Bsck |[ Mew» ][ concel [ Hep

Figure 58: MS SQL Installation

» Make sure “SQL Server Database Engine” “Startup Type” is set to
“Automatic” and click “Next” to continue:

5 SQL Server 2014 Setup [E=5F=R 55
Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

License Terms Server Configuration ‘ Data Directories | User Instances | FILESTREAM

Global Rules

Product Updates Specify the authentication mede and administrators for the Database Engine.
Install Setup Files Authentication Mode

Install Rules

(@) Windows authentication mode
Feature Selection _
@ Mixed Mode (SQL Server authentication and Windows authenticaticn)
Feature Rules

Instance Cenfiguration Specify the passwerd for the SQL Server system administrator (sa) account.

Server Configuration Enter password: ssssenes

Database Engine Configuration
Festure Configuration Rules

Installation Progress

Confirm password;  seseesse

Specify SQL Server administrators

Complete

RB-AD\WOITEKW (Wroblewski, Wojtek)

SQL Server administrators
have unrestricted access
to the Database Engine.

Addgunemu;er” Add.. H gemnvel

[ <Back H DNext > H Cancel ][ Help

Figure 59: MS SQL Installation

» Select “Mixed Mode (SQL Server authentication and Windows
authentication)”, enter password for “sa” and click on “Next” to continue.
Installation begins:
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%3 SQL Server 2014 Setup ==

==l

Installation Progress

License Terms

GuEkns L

Praduct Updates Install VC90Redist Cpu32_Action : PublishPraduct. Publishing product information
Install Setup Files

Install Rules

Feature Selection
Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Feature Configuration Rules
Installation Progress
Complete

Mext >

Figure 60: MS SQL Installation

» After successful installation you should see “Complete” screen:

%3 SQL Server 2014 Setup [E=S Fol =5
Complete

Your SQL Server 2014 installation completed successfully with product updates.

License Terms Information about the Setup operation or possible next steps:

Global Rules
Product Updates Feature Status il
Inctall Setun Files & Management Tools - Complete Succeeded |

P (2 Client Tools Connectivity Succeeded 3
Install Rules (2 Client Tools SDK Succeeded —
Feature Selection @ChentTuu\s Backwards Compatibility Succeeded
Feature Rules (@ Management Taols - Basic Succeeded

{¥ Datahace Fnnine Senvices Sureeeder Z

Instance Configuration
Server Configuration
Database Engine Configuration Details:
Feature Configuration Rules Viewing Product Documentation for SQL Server =
Installation Progress El
Complete Only the components that you use to view and manage the documentation for SQL Server have

been installed. By default, the Help Viewer component uses the online library. After installing
SQL Server, you can use the Help Library Manager component to download documentation to
your local computer. For more information, see Use Microsoft Books Online for SQL Server
(<http-//go microsoft com/fwlink/?LinklD=299578>).

Summary log file has been saved to the following location:

C\Pregram Files\Microseft SOL Server\120\Setup Boetstrap\Logh20170621 195657
\Summary wojtekw3000 20170621 195657t

Figure 61: MS SQL Installation
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6: IIS Setup

On a computer running Reporting Software Application open Server Manager ->
Dashboard.

> Select “Add roles and features™:

3 Remsre Deaktop
© i

Figure 62: IS Setup

» Select “Installation Type” and select “Role-based or feature-based
installation” in “Add Roles and Features Wizard”:
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Add Roles and Features Wizard - | = [

DESTINATICN SERVER

Select installation type RSk Alphatet

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

(®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous Cancel

Figure 63: 1IS Setup

» In“Server Selection” highlight the name of local server and click on “Next”

= Add Roles and Features Wizard - | o [

DESTINATION SERVER

Select destination server 25¢-Algharat

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type

Server Selection O Select a virtual hard disk

Server Pool

Filter:

Name IP Address Operating System

17218.74.77,1... Microsoft Windows Server 2012 R2 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

Figure 64: 1IS Setup

» Select “Server Roles” in “Add Roles and Features Wizard” then:
» Check and expend “Web Server (I1S)...” section
» Make sure the following items are checked:
» “Common HTTP Features (Installed)”
» “HTTP Logging (Installed)”
» *“Logging Tools (Installed)”
» “ODBC Logging (Installed)”
» Request Monitor (Installed)”
» “Tracing (Installed)”
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» “lIS Management Console (Installed)”
»  “lIS 6 Metabase Compatibility (Installed)”
» “lIS 6 Management Console (Installed)”
“11S 6 Management Scripts and Tools

= A Rotes and Features Wizard [=T= |

Roles Desenpaan

Figure 65: 1IS Setup

» Select “Server Roles” in “Add Roles and Features Wizard” then:
» Check and expend “Application Server” section
» Make sure the following items are checked:
» “NET Framework 4.5” (Installed)”
» “TCP Port Sharing (Installed)”
» Web Server IS Support (Installed”
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DESTINATION SERVER
Select server roles Rok-Alghafptt
Before You Begin Select one or more roles to install on the selected server,
Installation Type Roles Description
Server Selection — - ~|  NET Framework 4.5 provides a
[ Active Directory Lightweight Directory Services || comprehensive and cansistent
= [] Active Directory Rights Management Services | | programming model for quickly and
eatures o . easily building and running
4 Application 5 3 of 11 installed)
(] Application Server | installed) _|  applications that are built for various
NET Framework 4.5 (1 ~|  platforms including desktop PCs,
[] COM+ Network Access Servers, smart phones and the public
4 [ Distributed Transactions 7|  and private cloud.
[[] Ws-Atomic Transactions
O Incoming Metwork Transactions
[ Outgeing Network Transactions
TCP Port Sharing (Installed)
Web Server (IIS) Support (Installed)
4[] Windows Process Activation Service Support
[ HTTP Activation
[ Message Queuing Activation ™
<] m NE
[<previous | [ mMext> | [ st | [ cancel

Figure 66: IIS Setup

Page 54 of 54



	Revision History
	Scope of this Document
	Customer Connection/Extranet
	Alerts, Precautions, and Limitations
	Related Documents
	PC Requirements
	Responder Feature Server Software Components
	RFS Application Components
	Installing the Software
	R5K Configuration Software – System Options Settings
	R5K Configuration Software Application Licenses
	Selecting Units to send to Responder Feature Server R5K Configuration Software Zones Settings
	R5KMRPT Application Changing Default Port
	R5KMRPT Configuration for a first time installation
	Editing R5KMRPT Configuration files
	R5KMRPT Configuration for a Software Upgrade
	Responder Feature Server Client Requirements
	Accessing the Software
	Navigate between modules of the application
	Navigate between features of a module
	Other Things You Should Know
	TCP Inbound Ports
	UDP Inbound Ports
	TCP Outbound Ports
	UDP Outbound Ports

