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1

1: Overview

In the following document, you’ll learn how to configure Responder 5 (R5) applications
(My Profile, PC Console, Staff Assignment, and Reports Manager) using the
Administration module.

Intended Use

The R5 Administration module allows trained administrative personnel to configure R5
applications. R5 Apps is a Responder Nurse Call system enhancement—expanding, but not
replacing basic system functionality.

About this Document

We’ve arranged this document in the order of initial configuration:

Facility-Wide Settings (Facility Settings)
View Access Groups

Role-Based Security

Users

Workstation Setup

Application Setup

Devices

Manage Locations

Text Messaging

©CoNO~wWNE

Cross-Reference & Impacts

You’ll notice that in order to highlight inter-relationships and to show you how
configuration choices affect each of the various modules and the R5 Configuration
software (“Configurator”), we’ve used the following sidebar icons and “impacts” notes
throughout.
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Figure 1: My Profile Module

Figure 2: PC Console Module

Figure 6: R5 Configurator

In addition, you’ll notice that we use the following alert icon to draw your attention to
those settings that are impacted when Responder IV (RIV) systems are “blended” with
Responder 5 systems:

Q..

R
0/60
Qe

e,
ds‘%

Ao, "

Figure 7: RIV/R5 Blended System Alert
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Making R5 configuration choices that do not correspond with RIV system configuration
selections will result, for instance, in caregivers receiving no or incorrect service requests.

Important Terms
You’ll find definitions to important R5 terms in Appendix A.

Revision History

KI1-2225H documents the T14 release of the Responder 5 Administration “application.”
We made the following changes since the last version:

v Changed Facility Selection chapter
v Added “Application Setup” chapter

v

Moved “Nurse Call” functions to “Application Setup”

Warnings

Warning

The following warnings may pose life safety or other serious hazards if ignored:

v
v

v

R5 Apps is not intended to be used as a primary annunciation system.

Only Rauland-trained or authorized personnel should use the R5 Apps Administrative
module.

The PC Console module only provides ancillary emergency annunciation and must be
used alongside a fully functional (“collaborator’”) R5 Nurse console.

The Responder Nurse Call system must be fully configured and operational in order to
use R5 Apps.

R5 Apps should be fully tested before brought online.

Cautions

The following cautions may cause significant delays or inconvenience to staff and patients
if ignored:

v/ Changes made to the default R5 Apps configuration will impact system administrators

and users.
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Apps modules, servers, and databases must be regularly monitored in order to ensure
optimal R5 Apps performance.

R5 Apps performance is directly linked to and affected by the health of a facility’s IT
network.

Because R5 Apps software upgrades will interrupt or entirely halt service of R5 Apps,
they should be properly announced and managed.

The Reports Manager module is only intended to report Nurse Call functionality; it is
not intended to validate system functionality.

Getting Started

In order to use this Administration module, you require administrator privileges. As you’ll
learn later in this document (Role-Based Security), these administrative privileges are
typically granted to the “Administrative Rights” role.

To Launch the Administrative Module and Log In
1

Double click on the desktop shortcut:

Figure 8: Desktop Shortcut

» The Log In screen will appear:

Log in to Responder 5

Figure 9: Log In

2

Enter “admin” (no quotation marks) in the Username box.

> Note: the “admin” is the default administrator account; after logging on for the first
time, you must create your own site-specific main administrative account. See the
User section for further details.

> Note: when you later create Users, you’ll note that the Username field is not case-
sensitive and will accept a maximum of 40 characters.

> Note: we strongly recommend that, as a facility administrator, you create and assign
unique passwords with site-specific administrative permissions to each person
responsible for system administration. That way, you can better audit and attribute
changes and access.
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3 Enter “123456” (no quotation marks) in the Password field.
4  Click on the “Log In” button to enter to Administration module:

=l8]x]

Administration - Facility Settings

Choose Facility to edit settings: Mt. Prospect Medical Center

- Communication

RGS host and port: MTSRSRGS 30000
RAS host and port: MTSREARP 31000
ADT hostand port 127.0041 2021
ResponderSyncTMhostandpart ~ MTSRGARP 32000
RGS to RAS Message Queue Name  OS (@ wmTsRsaPP rSapplication
RTS host and port: 172.18.44.12 25001
Paging host and pert MTSRSRGS 5050
Reporthost and port MTSRERRS a0
RSWare Download: V| Treatwarnings as errors
Default Log Level Information =]
~ Licensing Status.
ADT Status Vlid fcenss entared
Application Status V5lid icense entered
Paging Status Vlid fcenss entared
Report Status V5lid icense entered
RTLS Status ense antersd
SyncTM Status V5lid icense entered
= policy
Verification mode: MixedMode (¥ [ Edit | Expiration age, days 0
Allowed special characters. Multiple Ej Max login attempts: 5 ]
Min/max length, characters: 4 é 8 g Min hints to resat: 1 o
— P — Last Modified On: 1/812014 2:43:38 PM
Last Modified By: Admini Strator
[RGS: (Active) [[INvALID LICENSE |[RTS: Link down [[a51Pm ][ ve2014

Figure 10: Administration Module (Facility Settings Page)

To Log Out
1 Click on the Log Out icon (upper-right corner of the screen).

Figure 11: Log Out lllustration

» The Log In screen will reappear.

Module Selector/Administration Menu

You can access all Administration pages from the Module Selector menu:
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Adrninistration Application Setup
My Profile Dievices
PC Console Fadility Settings .
dical
Reports Manager Manage Locations
Staff Assignment Role-Based Security —
Full Screen Fil Text Messaging
Refresh F5 Users
Ahout View Access Groups
Workstation Setup
Log Out —
TR IO TS eSS ay Qlueue Mame 0= l:J MAT]

Figure 12: Menu Access

For your convenience, pages are listed in the menu in alphabetical order.

Onscreen/Touchscreen Keyboard

As you’ll later learn, the software supports an onscreen/touchscreen keyboard. As you’ll
also learn, you’ll have the option of launching or suppressing the keyboard at each
Workstation. If you choose to use it, it will only appear at the Log On page (for designated
Users).

Backspace

Tab galwile e ks ly o1 i B o & |
[ 1 4
capsLock| A s [pilr e |l o |x Jr |: " | Enter

Shift Z X Cc ¥, B N M = = ? Shift

Figure 13: Onscreen/Touchscreen Keyboard

Although the keyboard will take mouse clicks, it is best used when installed on a
touchscreen display-equipped Workstation.

Keyboard Shortcuts

You can use the F5 function key to refresh a module at any time. You can use the F11
function key to enter full screen mode. In full screen mode, the Workstation’s entire
display is filled and the system status bar is removed. You can also use the F1 function key
to access system help.
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System Status Bar

Unless you’ve elected to operate in full screen mode, you’ll find a real-time system status
bar at the bottom of all pages. This status bar provides the following information:

v" Server Connection (Not Connected, Active, or Subscribing)

Last Call (to arrive at the Workstation)

Last Service (to be set at the Workstation or collaborating R5 Nurse Call Console)
System Time and Date

RTS Link Up (used to show RTLS integration status)

AN

Module Status Message Area

&

Until you “OK” changes (“save” them), the “Changes pending” message will appear in the
Module Status Message Area. After you “OK” changes, the “Changes saved successfully”
message will appear:

Changes pending. [-ﬁ O ] Ia Cancel I

Figure 14: Changes Pending

Changes saved successtully. = | [o Cancel ]

Figure 15: Changes Saved Successfully

When you do make changes, you’ll also view the “R5 Apps: Setting Changed” message,
indicating that changes won’t take effect until you log out and back in:

jr,.ﬂ R5 Apps: Setting Changed E

Some application settings have been changed by administrator
and reloaded, You may notice effect on next daka refresh,

Figure 16: Settings Changed Popup

If you do not see saved changes, click on the F5 function key to refresh your screen. If you still do
not see saved changes, log off and back on.
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Page Filters

You’ll be able to filter what appears on screen using one of the page filters. For example,
you’ll find the Status filter on many pages:

@A e Inactive Bioth

Figure 17: Page Filter Example

Field Sorting

Wherever it appears, you can use the sort control to rearrange a table column.

To Sort a Column
1 Click on any column header:

Last Name
Anderson \_
Andrag
Barnes

Biaxter

Sort Control, reverse alpha/high-to-low

Behr
Bielen
Bodill
Bohle
Bouch

» Alpha columns will sort alphabetically and numeric columns will sort lowest number
entry to highest:

L ast Hame

Andersan

Andrag Sort Control, alpha/low-to-high

Barnes
Baxter
Behr
Biglen
Bodill
Bohle
Bouch

2 Click on the control to reverse the sort:
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Last Hame
Woods
Westvig \_

WWeinberg

Sort Control, reverse alpha/high-to-low

Wasdell

WasE

Wan Iyl

“an Der Zpuy
“an der Spuy
Wan der Spuy
van der Merae

Thomas

Other Important Considerations

v/ Changes you make as an administrator (for yourself or Users) won’t take effect until
you/users Log Out, “X” out of a screen, and Log back On.

Rosy onder 5 Applications

To apply changes... Log Out first... Profe s oee Step 1: Log Out

Currently Assigned To Active .
Aeist ston 85

Administration 3
My Profile

PC Console

Reports Manager

Staff Assignment

Full Screen F11
Refresh FS

R

About

oooo> Log Out

Poger ot
Pagerez

L Mot O 7102002 80598 A
Lt bt By Jonfor ko

ccrnecton (aenee) 105 700

Step 2: “X” Out

“X” out second...

Username:

Step 3: Log In Again

Log In again third... —

v Because of the importance of archived data, R5 will allow you to create, but not delete
entries. You can, for instance, create, but not delete a User or Role. With that in mind,
the best way to manage entries is by using the “Active” checkbox and Status filters
(Active, Inactive, Both).
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Q‘? Tip: the best way to manage entries is by using the “Active” checkbox and Status filters (Active,

.\\Q Inactive, Both).
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2: Facility Settings

In this chapter, you’ll learn to use the Facility Settings page to make global configuration
decisions for each facility. A facility is a way to group installations. In any given
installation, there may be more than one facility. With north, south, east, and west
buildings, for instance, Washington General could have four (4) facilities.

While all of the Facility Settings have global impact (become R5 Application defaults),
you will be able to establish Workstation-specific settings for Onscreen Keyboard use,
Lamp Blink Rate, and Default Log Level.

Also see “Application Setup” for other settings with global impact.

Facility Settings Page

LI
.
o Administration - Facility Settings
-\
Choose Facility to edit settings: Mt. Prospect Medical Center EJ
- Communication
e RGS hostand port: MTSRERGS 30000
RAS host and port MTSREAPP 31000
ADT hostand port 127.001 2021
ResponderSyncTMhostandport ~ MTSR5APP 32000
RGSto RAS Message Queue Name 05 L;J MTSREAPP reapplication
RTS host and port 172.18.44.12 25001
Paging host and port: MTSRERGS 5050
Reporthost and port: MTSRERRS 20
REWare Download: V| Treatwarnings as errors
Default Log Level Information ]
9 \ ~Licensing Status
ADT Status Valrd license entered
Application Status Valid license epfered
Paging Status Valid license epfered
Report Status \ialid ficense entered
RTLS Status nse entered
SyncTM Status Valid license entered
= palicy
e Verification mode: MixedMode (@) [L.Edit.| Expiration age, days: o
- Allowed special characters: Multiple EJ Max login attempts: 5 €]
Min/max length, characters 4 % 3 é Min hints to reset: 1 =
@ oK o Cancel Last Modified On: 1/8/2014 2:49:38 PM
Last Modified By: Admini Strator
[Ras: (active) [[invALID LicENSE |[RT: Link down [[451Pm [ 1erz014

Figure 18: Facility Settings Page
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Facility Selection

You’ll use the Facility Selection dropdown to indicate which system you are configuring:

Figure 19: Device Table View Filter 1

The following fields appear on the Facilities page:

Choose Facility

Shows all possible R5 facilities open to configuration. The Facility Name in R5
Applications must match the Facility Name in the R5 Configurator.

Communication

Allows you to enter values for the RGS (Responder Gateway Server), RAS (Responder
Application Server), RIS (Responder Integration Server), Paging, and Reports Hosts and
Ports and to configure the Message Queue.

RGS Host and Port

Allows you to enter the IP address of the RGS (Responder Gateway Server) and the port it
uses to communicate with the application modules.

Default Port value = 30000.

Impacts: all modules.

RAS Host and Port

Allows you to enter the IP address of the RAS (Responder Application Server) and the port
it uses to communicate with the application modules.

Default Port value = 31000.

Impacts: all modules.

ADT Host and Port

Allows you to enter the IP address of the ADT (Admitting/Discharge/Transfer) Server and
the port it uses to communicate with the application modules.

Default Port value = 2021.

ResponderSync TM Host and Port

These values populate once the communication link is switched from the Simulator to
R5Apps.

RGS to RAS Message Queue Name

Allows you to select between OS (Operating System) or TCP (transmission control
protocol). Enter the server name when OS is selected; enter the server’s IP address when
TCP is selected.
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Allows you to enter the IP address of the RIS (Responder Integration Server) and the port
it uses to communicate with the Location Interface module (RTLS only).

Default Port value = 25001.
Impacts: all modules.

Paging Host and Port

Allows you to enter the name of the Pocket Paging Server (PgS) and the port number it
uses to communicate with the application modules.

Default Port value = 5051.
Impacts: all modules.

Report Host and Port

Allows you to enter the name of the Reports Manager Server and the port number it uses to
communicate with the application modules.

Default Port value = 80.

R5Ware Download

Allows you to download configuration software.

Default Setting = “Treat warning as errors” checked. Note: the SQL database is subject to
corruption if you uncheck the “Treat warning as error” box.

Impacts: all modules.

Default Log Level

Determines how much information is recorded in the logging file on the Applications
Server (“tracelog,” by default). Choices are limited to:

e Critical: logs non-recoverable failures that halt system operation;

e Error: logs significant, but recoverable failures;

e Warning: logs failures that don’t impair the system, but may expose configuration
problems;

¢ Information: logs additional information that facilitates failure-troubleshooting;

o Verbose: logs all events

Default = Information.
We recommend leaving the “Information” value.

Impacts: all modules.

Licensing Status
Allows you to view licenses status for:

ADT Status
Application Status
Paging Status
Report Status
RTLS Status
SyncTM Status
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ADT Status Vvalid license entered
Application Status \alid ficense entered

Paging Status \alid ficense entered
Report Status V&lid ficanse anferad
RTLS Status v canse anferad

SyncTM Status V&lid ficanse anferad

@ Password Policy

Allows you to make the following (global) password-related configuration choices. Note:
if you select “Mixed Mode,” you must configure the Active Directory (Password Policy |
MixedMode | Edit).

Verfication Mode

Determines whether the password is validated against Window’s Active Directory
(“MixedMode”) or the Responder Applications Database (AppDatabase).

Default = Responder Applications Database (AppDatabase).

We recommend leaving the default selection in place.

: B Impacts: all modules.
| )L E I
Active Directory (AD) Configuration
Edit Active Directory (“MixedMode™) integration means users are automatically logged in to

R5 Apps when they launch the R5 Apps application; MixedMode system users are,
therefore, not required to enter a an R5 Apps user name or password.

Configure Active Directory ll
Admini: ion - Active Directory
—AD Confi ion
TestConnection
AD address (domain:port) 369
Secure — Test Connection
AD User r5_mis_ldap
AD Password e
AD Group RE_MTS
R5 Column Name AD Mapping
» Staff_First_Name givenName
Staff_Last_Mame sn
Username sAMAccountMame
Employes Mumber sAMAccountMame
( Reset Default Mappings ]
- Auto Synchronization
Enable v
Interval (minutes) Hourly L'J
l@ oK J lo Cancel J

Figure 20: Configure Active Directory: (Password Policy | Mixed Mode | Edit)
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Test Connection

Allows you to test the connection between R5 and the Active Directory.
AD Address (domain port): the name or IP address of the domain or domain controller.
Secure: enables or disables LDAP over SSL (checked = enable).

AD User: the user with credentials to the domain used to bind to LDAP. The name must be
entered in domain\username format. Recommended the AD user ID is not used for any
other purpose.

AD Password: the password for the AD Admin user. Recommend the password is set to
never expire.

AD Group: the group in Active Directory that is created specifically for Responder 5 users.
All users of R5 must members of this group.

Data Mapping

The first time a system already setup and configured with R5 users synchronizes with the Active
Directory (AD) application, all mapped fields are overwritten by the following AD values:

R5 Column Name AD (Active Directory) Mapping Mandatory
Staff_First_Name Firstname Yes
Staff_Last_Name Lastname Yes
Username Username Yes
Employee Number employeelD Yes

Note

The RS “Employee Number” (“Employee #” in the R5 Users table) is mapped to the AD
“employeelD” field.

Reset Default Mapping

Allows you to reset mapping to system defaults.

Auto Synchronization

Enable: allows you to active/deactivate auto synchronization.

Interval (minutes): allows you to indicate when the Users table will be automatically
updated.

Allowed Special Characters

Determines which non alpha-numeric characters can be used in a password. Choices are
limited to:
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({5

Q" 3

Note: “Multiple” appear if more than one, but not all are selected.
Default = “All.”

Minimum/Maximum Length (Characters)

Determines the fewest and the most characters that can be used in a password. Choices are
limited to four (4) through fifteen (15). This entry is ignored for Active Directory users.

Default = 6 (Min) and 8 (Max).

Expiration Age (Days)

Determines how many days a password will remain valid. After the number of days
entered here, the system will require all Users to enter a new and unique password.

Notes: this field only appears when the “AppDatabase” is the selected Verification Mode,
and does not impact Active Directory users.

Responder 5 Applications
(] Your password has expired,
[} ¥ou must change your password now to proceed,

The system will not accept an already used password:

New password is the same as old password. Try again.

Regardless of the number you enter here, the system will automatically require a User to change
their default password upon initial Log In.

We recommend following your Facility’s security and access protocols.
Default = 0.

Impacts: all modules.

Max(imum) Log In Attempts

Determines how many times a User can attempt to Log In with an invalid password before
the system will lock them out. The entry in this field does not impact Active Directory
users.
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User account locked out!

Choices are limited to one (1) through five (5).

We recommend following your Facility’s security and access protocols.
Default = 3.

Min(imum) Hints to Reset

Determines the minimum number of hints a User must enter in My Profile (My
Preferences). These hints are used if a User forgets a password. (After using the hint
system, a User must reset her password).

Password hint Y
What is the town you were born in®? Password hint assioned
What is your pet's name? Password hint assioned
What is the name ofthe streetyvou grew up on? Password hint assioned

YWhat i5 your favorite movie?
YWhat is your favorite sport's team

The system will not allow a password change unless the specified number of hints is
entered:

My Preferences

\y Please specify at least 1 answers,

Default = 1.

Impacts: all modules.

How To...

To Configure the Active Directory
1 Access the Facility Settings page (Administration | Facility Settings).
2 Click on the Verification Mode dropdown selector:

~-Password policy
Verification mode: MixedMode D
Allowed special characters: MizedMode
Min/max length, characters: .AppDatabasi ] —

3 Select “MixedMode.”
4  Click on the associated Edit button:
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Mixedhode D Eait

» The Active Directory Configuration window will appear:

Configure Active Directory LI
Admini: ion - Active Direct:
— AD Configuration
TestConnection
AD address (domain:port) kokie.rauland-borg.ned 389
Secure
AD User r5_mts_ldap
AD Password -
AD Group R5_MTS
R5 Column Name AD Mapping
» Staff_First_Mame givenName
Staff_Last_Mame sn
Username sAMAccountMame
Employee Mumber saMaAccountMame
Reset Default Mappings
- Auto Synchronization
Enable v
Interval (minutes) Hourly L'J
l@ QK J lo Cancel J

5 Enter all required values and/or make all required and optional choices in a) the AD
Configuration section, b) the R5>AD Mapping table, and ¢) the Auto Synchronization
section.

6 Click on the Test Connection button to verify operation:
» The system will alert you if the Active Directory integration succeeds or fails:

Facility Settings  [E3 |

L] "_\ Success!
[ ]

To Switch Between Verification Modes

If necessary you may switch between MixedMode and the default AppDatabase
verification mode at any time.

1 Access the Facility Settings page (Administration | Facility Settings).
2 Click on the Verification Mode dropdown selector:
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~Password policy —
Verification mode: MixedMode Q
Allowed special characters: MizxedMode |
. i AppDatabase
Min/max length, characters: . — —

3 Select “AppDatabase.”

> The system will ask you to confirm the change:

Verification Mode %]

‘You are currently on App Database Verification Mode.
Do you want to convert Active Directory users to R5 users?

Yes I Mo |

4 Click Yes to convert all Active Directory users to R5 Users.
5 Navigate to the User page (Administration | Users).
6 Click on the Synchronize button to complete the process:

Figure 21: User Page (Synchronize callout)

w

09/152010

L M0 MNNN [ (21

» The a) status bar and then b) status confirmation dialog will appear:

|lllllllll_! |

The first time you
synchronize, the process may
take a while to complete.
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Synchronization is Done

» The User table will update.
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3: View Access Groups

[ESSME=S====S In this chapter, you’ll learn how to view/create/edit View Access Groups. View Access
= Groups are a way to manage a given User’s access privileges. In the following chapter,

s yoU’ll also learn that View Access Groups are a component of Role-based Security.

Impacts: all modules.

As you’ll learn later, each system “Role” is granted access privileges by being assigned a View
Access Group (Role-Based Security page):

e0c0cccccccsscce,
Role Name Role Description SA and MP Units. PC Console Units Reports Manager Units Access Group o Active
» AdminRole Built-in Admin Role Multiple Multiple None : AdminsGroup .
OR Circulator OR Circulator Muitiple Multiple Multiple ° OR Circulator : v
Evs Environmental Services Staff Muttiple Evs Multiple o Evs « ¥
EVS Supervisor Environmental Services Supervisor  Multiple Evs Multiple : EVS Sup ' ¥
RN OR RNOR Multiple Multiple Multiple . RNOR « ¥
ORTech ORTech Multiple Multiple Multiple : ORTech ° W
PCT Oncology PCT Oncology F:Demo, U:Oncology Oncology F:Demo, U:Oncology . PCT Oncology s @
e0c00000000000 0

Figure 22: Access Groups (Role-Based Security Page Callout)

View Access Groups

Main Page

The View Access Groups main page allows you to assign access to and review existing
View Access Groups. The page is comprised of three (3) areas: Application/Screen (read-
only), Access, and Description (read-only):
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Responder 5 Applications [_[&]x]
’m
Administration - View Access Group
® active Clinactive ' Both
View Access Group 4West Clinical o | Create J Edit ]
Application/Screen Access Description ]
= »  Reports Manager Edit Application to create and view reports
Device Activity Report o Edit 9 TUlaInumberﬁwmes (calls, services, messages) received by the selected phonear
. = Exception Report Edit Detailed reco defined activities thatwere outsidethe desired parameters.
When different
- Hourly Patient Report Edit Hourly log of selected patient events (call types)for each patient. This report is useful fo
ACCeSS IeVelS are - Hourly Staff Response Times Edit Staff responsetimes grouped by hour of day for the defined unitteam. |
assouated W|th a = Patient Activity Report Edit Detailed record ofall activities (placing a call, answering a call, setting a service, staffre
given module, the Staff Goverage Report Edit Detailed record of staff members that were responsible for covering the defined UnitTea
“Mixed” heading Staff Productivity Reports Edit Individual staff activities for the defined Staff Name(s) measured againstthe expected v
appears = Staff Response Report Edit Summary record of all responses to calls, services, etc. for the defined UnitTeam meas
Staff Status Report Edit Detailed record ofall staff status?(on duty, off duty, on break, etc) forthe defined staff m
Staff Time In Room Report Edit Total time staff is registered in aroom, by stafflevel, displayed room by room.
Unit / Room Activity Repart Edit Detailed record of all activities (placing a call, answering a call, sefting a service, staffre
®eccsccsccsccccce,
= PC Console : Mixed 04 Application to present a console on a PC
.
.
Census View eeccccoraieee e’ Census View
When a single (common) | List View escccceiWoccca, List View
. - . .
Access level is associated with B Staff Assignment . Edit . Application to create staff asginments
: Sepocccsscccse®
a given module, that common - AddNotes Euil Add Patient Notes
ACCESS |eve| appears in the o Current Assignments Edit Current Assignments
heading Future Assignments Edit Future Assignments
(=] s Drafile Edit Annlinatinn tn ainn.nn ataff =
- Last Modified On: 4/11/2012 8:53:47 AM
@ oK & Ccancel astifodinied n
Last Modified By: Courtney Leonard
RGE: (Active) RTE: Link up 6:35 PM 5/3/2012

Figure 23: View Access Groups (Main Page)

View Access Configuration Choices

You can use the View Access Group main page to completely restrict, offer full, or offer
limited access to particular modules and/or pages. Selecting “Edit” means that the User
will be able to view and make changes in a module or on a given page; selecting “Read”
means that the User will be able to view but not makes changes in a module or on a given
page; selecting “No Access” means that the module won’t appear in the Module Selector
menu.

Edit @
Edit

Freac

Mo Access
fimecd

Figure 24: Module Access Options
When a single (common) Access level is associated with a given module, that common

Access level appears in the sub-column heading. When different Access levels are
associated with a given module, the “Mixed” heading appears:
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Responder 5 Appli

Administration - View Access Group

@ Active Inactive CrBoth
View Access Group ] Create /Edit
Application/Screen Access Description - veve
=+ »  Reports Manager Edit Application to create and view reports %, e0c0ccccsssse :
Device Activity Report Edit Total number of activities (calls, services, messages) receiv| No Access ¢
Exception Report Edit Detailed record of defined activities thatwere outsidethe d
Hourly Patient Report Edit Hourly log ofselected patient events (call types) for each p
Hourly Staff Response Times Edit Staff responsetimes grouped by hour of day for the defines y
No Access
Patient Activity Report Edit Detailed record of all activities (placing a call, answering a
Staff Coverage Report Edit Detailed record of staff members that were responsible for eR 4
sssssscsssssnny,
Staff Productivity Reports Edit Individual staff activities for the defined StaffMame(s) meas| * Edit Y
*ecescscccccccce
Staff Response Report Edit Summary record of all responses to calls, services, etc. for| o N
Staff Status Report Edit Detailed record of all staff status?(on duty, off duty, on bre:
Edt L]
Staff Time In Room Repart Edit Total time staff is registered in aroom, by stafflevel, displa;
Unit / Room Activity Report Edit Detailed record of all activities (placing a call, answering a Eat J
Seecscssscnnns,
- PC Console Mixed o No Access o/
P Y
Census View Read No Access C
List View Edit No Access F
=] Staff Assignment Edit Application to create No Access N
Add Notes Edit Add Patient Notes NoAccess ’
o Current Assignments Edit Current Assignments No Access F
Future Assignments Edit Future Assignments No Access 1
Sl M Brofila Edit Annlicating tn sinn_an staff No Access L
? Last Modified On: 4/11/2012] No Access \
@ OK @ Gancel ast Modified ©n
Last Modified By: Courtney
|RGS' (Active) RTS: Link up 6:35 PM 51372012

Figure 25: Access Heading Callout

Page Filters
You can use the Activity and View Access Group filters to refine what you view on screen:

| A ctive Inactive ' Both

Figure 26: Activity Filter

View Access Group 4West Clinical = [ Create / Edit
4West Clinical (&)
4West Code Blue Team  _
Appl awvest um n Acy
E- b Reports Manager Admin Tester T You'll use the filter
Administrative Role . )
Device Activity Repo AdminsGroup Edit to view a given
Exception Report Code Blue Edit group’s “Access
L - _
Hourly Patient Repor C2 Clinical @ Edit Profile.
Hourly Staff Response Times Edit
Patient Activity Report Edit
Staff Coverage Report Edit
Staff Productivity Reports Edit
Staff Response Report Edit
Staff Status Report Edit
Staff Time In Room Report Edit
Unit/ Room Activity Report Edit
PC Console Mixed

Figure 27: View Access Group Filter
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@ Application/Screen

Allows you to view in expanded or compacted form a read-only list of all modules (PC
Console, Staff Assignment, My Profile, Administration) and screens:

Application/ Screen
¢ Reporis Manager

Device Activity Report
Exception Report

Hourly Patient Report

Hourly 3taff Response Times
Which application modules Patient Activity Report
are available depends upon Staff Coverage Report

- -
your site’s licensing - Staff Productivity Reparts
agreement. The My Profile

module is standard; Reports Staff Response Report
Manager, Staff Assignment, Staff Status Report
and PC Console are Staff Time In Room Report

optional—and must be

purchased separately. Unit f Room Activity Report

PC Console

Census View
List Wiew

staff Assignment

Add Motes

Current Assignments

Future Assignments

Table 1: Application/Screen (View Access Group)

Default = all modules and screens.

@® Access

Allows you to assign Access levels (privileges) to any View Access Group in the View
Access Group dropdown list:

View Access Group 4West Clinical L:J [ Create / Edit
4West Clinical ]
4West Gode Blue Team
ApPI awvest nn i Ac
- »  Reports Manager Admin Tester Edit
Administrative Role
Device Activity Repo AdminsGroup Edit
Exception Report Code Blue - Edit
Hourly Patient Reporl =0 Slinical 1z Edit
Hourly Staff Response Times Edit
Patient Activity Report Edit
Staff Coverage Report Edit
Staff Productivity Reports Edit
Staff Response Repart Edit
Staff Status Report Edit
Staff Time In Room Report Edit
Unit / Room Activity Report Edit
E- PC Console Mixed

Figure 28: View Access Group List (View Access Group)

Selections are limited to Read, Edit, and No Access:
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Access
Read

Read @

Eciit
Read

Mo Access

Figure 29: Access Privilege List (View Access Group)

Default = differs for each View Access Group.

Description

Allows you to view a read-only description of each module/screen:

Description @
Application to create and view reports
Total number of activities (calls, services, messages) received by theselected phone or
Detailed record of defined activities that were outsidethe desired parameters.
Hourly log of selected patient events (call types)for each patient. This report is useful fo
Staff responsetimes grouped by hour of day for the defined unitteam.
Detailed record ofall activities (placing a call, answering a call, setting a service, staffre
Detailed record of staff members that were responsible for covering the defined UnitTea
Individual staff activities for the defined StaffMame(s) measured againstthe expected v
Summary record of all responses to calls, services, ete. for the defined UnitTeam meas
Detailed record ofall staff status?(on duty, offduty, on break, etc) forthe defined staff m
Total time staff is registered in aroom, by stafflevel, displayed room by room.

Detailed record ofall activities (placing a call, answering a call, setting a service, staffre

Figure 30: Description (View Access Group)

Create/Edit Page

The Create/Edit View Access Group page allows you to create new or edit existing groups:

View ficcess Group, @

) Active Ciinactive

ot

View Access Group

» AdminsGroup

Ajde ED

Bed Cortrol Clerk

Demo

EVS

EVE Sup

Lak Technician o

LPN 5 East

Nurse Manager 5 East

Murse Manager ED

Nurse Manager Oncology

Murse Manager OR

Operstor

OR Circulator

OR Tech

PCT 5 East

PCT Oncology

Physical Therapy

RN 5 East

RMED

RN Oncalogy

RNCR

RN Peds

1

Administration - View Access Group

Access Group Description
Built-in Admins AccessGroup
Aide ED
Biedt Control Clerk
Access Group for Demo
Enviranmental Services Staff
Environmental Services visor
Lak Technician @ e
LPN 5 East
Hurse Manager 5 East
Hurse Manager ED
Hurse Manager Oncology
Murse Manager OR
Operator Certralized Code Blue
OR Circulator
OR Tech
PCT 5 East
PCT Oncology
Physical Therapy
RN 5 East
RN ED
Ri Oncology
RMOR
Pediatric RN

irn man

{@ K HQ Cancel Hﬂ Cloge ]

Last Modified On: 1/14/2008 5:08:45 PM

Last Wodified By: Admini Strator

JEEENEEAIREEEREEEERQE R

Figure 31: View Access Groups Table (Create/Edit Page)
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@ Description
Allows you to view and, if desired, edit all already created View Access Group names.

View Access Group
Admins Group
» [ Aide ED| ]
Bed Cortrol Clerk
Demao
EY'3S
EWS Sup

Figure 32: View Access Group List (Create/Edit Page)

Entries are limited to fifty (50) alpha-numeric characters.
Default = those already created.

@ Access Group Description

Allows you to view and, if desired, edit all already created View Access Group
Descriptions.

Access Group Description
Buitt-in Admins AccessGroup
Aide ED
Bed Contral Clerk
Access Group for Demo
Environmental Services Staff

Environmental Services Supervisor

Figure 33: View Access Group List (Create/Edit Page)

Entries are limited to fifty (50) alpha-numeric characters.

Default = those already created.

@® Active

Allows you to indicate whether or not an Access Group is active. Only “active” groups are
available in the Role-based Security Access Group selection dropdown:

Access Group
AdminsGroup
OR Circulator

Lab Technician
LPN 5 East

Nurss Manager 5 East
Nurss Manager ED

Nurss Manager Oncology

(3] (=)

Nurss Manager OF
Opsrator
OR Circulator =

Figure 34: Access Group selection dropdown (Role-based Security Page)

Access Group selection dropdown (Role-based Security Page) selections are limited to
active (checked) or inactive (unchecked).

Default = inactive.

Page 30 of 96



KI-2225G [T14] Responder 5 Administration Module—User Guide

How To...

To Create a New Access Group
1 Click on the “Create/Edit” button:

» The Create/Edit page will appear:

Yiew Access Group @

Adminigtration - View Access Group

Dinactive () Binth

View Access Group
» AdminsGroup

Access Group Description
Built-in Admins AccessGroup

Active @

<

Aide EDC Aide ED

Bed Control Clerk Bed Control Clerk

Demo Access Group for Demo

EYS Environmertal Services Staff

EW'S Sup Ervironimental Services Supervisor
Lab Technician Lab Technician

LPM & Egst LPM & Esat

Murse Manager 5 East Murse Manager 5 East

Murse Manager ED Murse Manager EC

Murse Manager COncology Murse Manager Oncology

Murse Manager OR Murse Manager OR
Operator Cperator Centralized Code Blue
OR Circulator R Circulator

OR Tech OR Tech

PCT & East PCT 5 Eaat

PCT Oncology PCT Cnicology
Physical Therapy Physical Therapy
RM 5 East RM 5 East

RM ED RMED

R Cncology RN Oncology

R OR RMOR

Transport Transport Staff

R ELELEELRKELEELELREEEERsEsREeRE

"

Transnnt Snervisne

l@ Gk H{a Cancel Hﬂ Closs J

Transtint Sunervisnr

Last Modified On: 101452009 5:08:45 PM
Last Modified By: Admini Strator

3 Scroll to the end of the existing list.
> A blank entry line will appear:

Blank entry line

Urit Secretary ED Unit Secretary ED v

(with asterisk) Unit Secretary Oncology Unit Secretary Oncalogy i
_—UHTBEIS(etary OR Unit Secretary OF v

*
4 Click in the View Access Group field:

Unit Secretary ED Unit Secretary ED v

Unit Secretary Oncology Unit Secretary Oncalogy v

Unit Secretary OF Unit Secretary OF v

%

)

5 Enter the new group name.

> Your entry is limited to 50 characters.
6 Enter a meaningful description.

» Your entry is limited to 50 characters.
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» You can use the Escape key (ESC) to undo a typing error.
7 Check or leave the “Active” box unchecked:

Unit Secretary ED Unit Secretary ED v
Unit Secretary Oncology Unit Secretary Oncology v
Unit Secretary OR Unit Secretary OF v
Unit Statistician Unit Statistician v

8 Click on the “OK” button (at the bottom of the page) to accept the change.

» You’ll know the system requires your “OK” if you see the “Changes pending”
message in the Module Status Message Area.

Changes pending.

» Clicking the “Cancel” button returns you to the list.
9 Click the “Close” button to return to the View Access Group main page.

To Edit an Existing Access Group’s Name and/or Description:
1 Click on the “Create/Edit” button:

» The Create/Edit page will appear:

Yiew Access Group @

Adminigtration - View Access Group
Dlinactive CBoth
View Access Group Access Group Description Active @
» AdminsGroup Built-in Admins AccessGroup v
Aide EDC Aide ED v
Bed Control Clerk Bed Control Clerk v
Demo Access Group for Demo v
EYS Environmertal Services Staff v
EW'S Sup Ervironimental Services Supervisor v
Lab Technician Lab Technician v
LPM & Egst LPM & Esat v
Murse Manager 5 East Murse Manager 5 East v i
Murse Manager ED Murse Manager EC v
Murse Manager COncology Murse Manager Oncology v
Murse Manager OR Murse Manager OR v
Operator Cperator Centralized Code Blue v
OR Circulator R Circulator v
OR Tech OR Tech v
PCT & East PCT 5 Eaat v
PCT Oncology PCT Cnicology v
Physical Therapy Physical Therapy v
RM 5 East RM 5 East v
RM ED RMED v
R Cncology RN Oncology v
R OR RMOR v
Transport Transport Staff v -
Transtint Sunervisnr Transnnt Snervisne ' L:J
l@ oK J la cancel J lﬂ Close J Last Madified O: 1/14/2009 5:08:45 PM
Last Modified By: Admini Strator

3 Scroll to and select the entry you wish to edit:
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Unit Secretary ED Unit Secretary ED
Selected field Unit Secretary Oncolagy Unit Secretary Oncology
qn'rt Secretary OR Unit Secretary OR
» [ Bnit Statistician ] unit Statistician
*

< Q9 <9

4 Make desired changes.
> Your entry is limited to 50 characters.
5 Enter or change the description, if necessary.
> Your entries are limited to 50 characters.
6 Check or leave the “Active” box unchecked.
7 Click on the “OK” button (at the bottom of the page) to accept the change.

—

» You’ll know the system requires your “OK” if you see the “Changes pending’
message in the Module Status Message Area.

B

Changes pending.

» Clicking the “Cancel” button returns you to the list.
8 Click the “Close” button to return to the View Access Group main page.
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4: Role-Based Security

In this chapter, you’ll learn to administer Role-Based Security. A “Role” has three primary
traits: its name, its access to Units/Teams (within a Facility), and its ability to view or edit
modules/pages (Access Group).

Once you’ve created a Role, you can use it to easily and quickly assign role traits to any
User.

Tip: create as many roles as are necessary to accommodate the different access levels, as these
permissions cannot be changed per User (or by a User).

Impacts: all modules.
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Role-Based Security

Responder 5 Applications

Role-Based Security.
© Active Inactive Bath
Role Name Role Description SA and MP Units PC Console Units Reports Manager Units. Access Gi Active
2. AdminRole Built-in Admin Role Multiple Multiple None AdminsGroup

o \OR Circulator OR Circulator Multiple Multiple Muttiple OR Circulator v
Bvs Environmental Services Staff Multiple EVS Muttipie EVS v
EVS Supervisor Environmental Services Supervisor Multiple Evs Muitiple EVS Sup v
e 2NQR 20% Mutiple Mulsple Muitple RN OR v
OR Tech OR Ye:h\ Muitiple Multiple Muitiple OR Tech v
PCT Oncology PCT Oncology F:Demo, U:Oncology Oncology F:Demo, U:Oncology PCT Oncology v
RN 5 East RN 5 East Multiple Multiple F:Demo, UFive East RN 5 East v
PN 5 East LPN § East Multiple / Multiple F:Demo, U:Five East LPN § East v
(3] o F-Demo, gD AaeED v
PCT 5 East PCT 5 East F-Demo, UFive East Five East FDemo, UFive Eas PCT 5 East 7

Unit Secretary Oncology Unit Secretary Oncology F:Demo, U:Oncology Oncology F-Demo. U:ongffiogy Unit Secretafl Oncology 6
Unit Secretary OR Unit Secretary OR Muitiple Multiple Muttiple Unit Secrgfary OR v
e " z " Tnsoofl v
Transport Supervisor Transport Supervisor Muttiple Transpott Muttiple Transgfort Supervisor v
NurseManagerOncology  NurseManager Oncology Muitiple Multiple F:Demo, U:Oncology Nurgf Manager Oncology v
o Manager D v
Nurse Manager 5 East Murse Manager § East Multiple Multiple F:Demo, UFive East Nurse Msnager 5 East v
Nurse Manager OR Nurse Manager OR Multiple Multiple Muitipie Nurse Manager OR v
Unit Secretary ED Unit Secretary ED F:Demo, U:ED ED F:Demo, UED Unit Secretary ED v
RNED RNED F:Demo, U.ED ED F:Demo, UED RNED v
Administrative Rights Administrative Rights Al Al Al AdminsGroup v
Bed Control Clerk Bed Control Clerk F:Demo, U:Bed Control 8ed Control F:Demo, U:Bed Control Bed Control Clerk v
RNOncology RNOncology F:Demo, U:Oncology Oncology F.Demo. U:Oncology RN Oncology v
‘Switchboard Operator Centralized Code Biue F:Demo, U:Code Biue Code Bive F:Demo, U:Code Bive Operator v
Lab Technician Laboratory Technician F:Demo, UiLab Lab F:Demo, ULab Lab Technician v
Prysical Therapy Physical Therapist F:Demo, UPhysical Tx Physical Tx F:Demo. UPhysical Tx Physical Therapy v
RN Cardiology RN Cardiology F:Demo, U:Cardiology Cardiology F:Demo. U:Cardiology RN Cardiology v
Outpatient Outpatient for Patients with Pagers  F:Demo, U:Outpatient Outpatient F.Demo, U:Outpatient Outpatient v
* v

2 ok - O _cancel Last Modified On: 11/18/2009 5:26:16 PM
S —— Last Modified By: Jennifer Holden
ICW"!&:XQ’\ (Active) 825AM 117232009

Figure 35: Role-Based Security Table

You’ll find the following fields in the Role-based Security table:

@ Role Name

Allows you to create a site-specific descriptive name for the role. Each User “plays” a
role—for example: “EVS Supervisor,” “OR Tech,” “Nurse Manager Oncology...”

Limited to 50 characters.

Note: we recommend that you name and group roles for easy identification. For instance,
if you plan to create more than one role for a department, begin with the department name
or job function:

Departmental Grouping
| EVE= Environmertal Services Staff

EY'S Supervizar Environmertal Services Supervisor

Figure 36: Role Name (Departmental Example)

Functional Grouping
Murse Manager 5 East Murze Manager 5 East

Murze Manager ED Murze Manager ED
Murse Manager Oncology Murse Manager Oncology

Murze Manager OR Murze Manager OR

Figure 37: Role Name (Functional Example)
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Default = “Administrative Rights.” You must create all others.

® Role Description

Allows you to describe the role for quick recognition and easy use. Limited to 50
characters.

Limited to 50 characters.
Default = none.

SA (Staff Assignment) and MP (My Profile) Units

Allows you to assign role access to Units/Teams. A role may be associated with multiple
Units/Teams. Units/Team (“U”) exist within a Facility (“F”). Selections in the dropdown
are provided by the R5 system.

Limited to selections in the dropdown box:

SA and MP Units
Multiple (=]

i Y

F:&lpha Lak
F:&lpha Lak,...
F:&lpha Lak,...
F:&lpha Lak,...
| FAlpha Lab,...
| FAlpha Lab,...
F:&lpha Lak, ... EJ

Impacts or is impacted by: My Profile, Staff Assignment, R5 Configurator.
Default = none.

PC Console Units
Allows you to assign access to specific units for PC Console viewing.

Limited to selections in the dropdown box:

[ F:Demo, U:0ncology u]

{1 _an i
F:Demo
F:Dema, LAl

F:Demo, U:Bed Cortral
F:Demo, U Code Blue
F:Demo, LLED

F:Demo, LLEY'S

F:Demo, LLEYS 5 East EJ

TR aTi=]

Impacts or is impacted by: PC Console.

Default = none.

@® Reports Manager Units

Fmmmm=  Allows you to assign access to specific units for reporting purposes only.

(e——
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Limited to selections in the dropdown box:

[ F:Demo, U:0ncology [:J]
{IFT_an i@
F:Demo =
F:Dema, LAl
F:Demo, L Bed Control
F:Demo, U Code Blue
F:Demo, LEED
F:Demo, LLEVS
F:Demo, LLEY'S 5 East EJ

Impacts or is impacted by: Reports Manager.
Default = none.

(View) Access Group

Allows you to associate the role with a single View Access Group. (These entries are
created on the Create/Edit page [View Access Groups]). Without this access, a User would
not be able to access any screens. A role may be assigned to only one Group.

Limited to selections in the dropdown box:

LPH & East

¥)

AdminsGroup
Aice ED

Bed Control Clerk
Demo

Ev'S

EvS Sup

Lak Technicizan
LPHN 5 East =l

Impacts or is impacted by: My Profile, Staff Assignments, PC Console, and Reports
Manager.

Default = none.

Status (Active)

Allows you to indicate whether the role is active or inactive.
Limited to active (checked) or inactive (unchecked). Note: inactivating a role will deny
role-specific permissions to those Users already assigned that role.

Role-based Security Page Filter

You can use the Role-based Security Page Filter to show Active, Inactive, or all (Both)
roles in the table:

@ Active _nactive _'Buath

Figure 38: Role-based Security Page Filter
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How To...

To Create a Role (Role-Based Security):
1 Scroll to the end of the existing list.
» A blank entry line will appear:

RN Oneology RN Oncolagy F:Dema, Lkoncalogy Oncoiogy RN Oncology v
Blank entry line Switchibaard Operator Certralized Cods Blug F:Demo, Li:Code Blue Mutiple Qperator 7
(With aste risk) Lab Techrician Laboratary Technician F:Demo, LiLab Lab Lab Technician v
Physicel Therapy Physical Therapist F:Dema, LkPhysical Tx Physical Tx Physical Therapy v
*

RN Oncology RN Oncology F:Demo, LkOncalogy Oncoiogy R Oncelogy v
Switchboard Operatar Centralized Cade Blue FDema, LI-Code Blue Mutiple Cpersior v
Lab Technician Laborslory Technician F:Demo, LiLab Lak Laks Technician [
Physical Therapy Physical Therapist F:Demo, L:Physical Tx Physical Tx Physical Therapy v

|

3 Enter the new name.
> Your entry is limited to 50 characters.

4  Click in the Role Description field, and enter a meaningful description.
> Your entry is limited to 50 characters.

5 Click on the SA and MP Units field, and make your selections from the dropdown box.
» You may check as many as you wish:

[ Multiple

all

¥ F:Demo

F:Dema, LEAI
F:Demao, U:Bed C...
F:Dema, WCardio...
F:Demo, Code ...
F:Detno, LEED
F:Demo, LLEWS E’J

M
CIIETn 1T e FAsd

i %

el Y

6 Click on PC Console Units field, and make your selections from the dropdown box:
» You may check as many as you wish:

[ EVS

EBET
v

Bed Control
Cardiology
Code Blue
ED

Ev=

Five Eazt
Lak (
B LTy = = L:J

1]

3

NN S Y S
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7 Click on the Reports Manager Units field, and make your selections from the
dropdown box:

» You may check as many as you wish:

[ Multiple ':']
All @
¥ F:Demo =
o F:Demo, LAl

W F:Demo, LUiBed ..

W F:Demo, U Cardio...

W F:Demo, UCode ...

| F:Demo, L:ED

| F:Demo, EWS EJ
CLLUETr, T ERALET [T

8 Click on the Access Group field, and make your selections from the dropdown box:
» You may only check one:

PCT 2 East

PCT Oncology
Physical Therapy
R 5 East

R Cardiclogy
RM ED

M Oncology

RH OR

him ki ik

(Ao g
()

=

9 Check or leave the “Active” box unchecked:

10 Click on the “OK” button (at the bottom of the page) to accept the change.

@

> You’ll know the system requires your “OK” if you see the “Changes pending”
message in the Module Status Message Area.

Changes pending.

> Clicking the “Cancel” button returns you to the list.
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5: Users

[ESSSMF=====S In this chapter, you’ll learn to administer R5 Staff and Device “Users.” A Staff User is
= E=E anyone who can Log In to the R5 Application software; a User Device is either a

Phone/Pager or Wireless Phone that is typically “logged on” by a Unit Manager and shared
among different staff members.

RN Impacts: all modules.

Tip 1: due to patient-sensitive information and the RS application’s logging features, we strongly
A recommend not making generic Users.

Tip 2: only one (1) User can Log In to a single R5 Application PC at any given time.

Users
User—Staff

You can use the User—Staff tab to view already created Users, and add new ones:
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Responder 5 Applications [_[=]
’H
Administration - Users
User - Staff
@ active Inactive Locked out Al Synchranize | Search
Employee # User Na Passwor First Name Middle N Last Nam Staff Level Role PermanentD) Permanent Barcode Lastlogi Locked Activ o
» 00000001 Admin Admini Strator Transport AdminR 051172012 i
100 JCBrycen J Bryden PCT 4'vest 0562012 v
101 Sfa';’“dA“ *********** Gertrud Andrag -y 4'west 05412012 @ |z
SusieBro Brownlie
102 wnlies RM 4'vest 0472002012 I
103 JPPayton Payton PCT 4'vest 0472002012 v
108 :Iaa“rlaﬁan Randsll T 2t 047252012 v
Clvggder ..., ¢l VanDerSp
"0 -6 ® 60 » " 0 0 (8 0T ® &
108 :;Z'E' BET  smmsrsenas Feter Deerifd o rsemgr  4wiest 0572012 v
Philipan Philigy anDersp
o7 derSpuy uy LPN 4'iest 04720201 2 v
108 ClaireGre Claire: Grey Patiert Acce 4Wwest 0472002012 v
3458 UrsulaSa Ursula Sauerborn EvS Evs 20585 (Badge) 04/252012 7
uerhorn
3457 BokHil Hill Transport Transpa 042042012 i
76543 Pamritt Eritt EVS 3% 04r2512012 v
T farina Befr RM Yiest 516 (Pager) DS v
[ hohamm Mohammed Aowvad RN 4vest 7
e
GE7E alexy Alex Weytsel LPN LPM 4 OFf27r201 v
8879 MatieD Marie Sharon Doherty RN Patiert o120z v l:J
=)
- Last Modified On: SM 72012 10:56:28 A
@ oK & cancel
Last Modified By: Yeronica Kadley
‘RGS. (Active) RTE: Link up 7:51 PM SHTI2012

Figure 39: User—Staff

@ Employee #

Allows you to enter the employee number of each User. The system uses this number as a
unique identifier that appears in the Staff Object.

This field is automatically completed for Active Directory users.
Limited to 50 characters.

Tip: use the employee’s payroll ID.

User Name

Allows you to create a Log On name for each system User. This unique ‘“Username”—in
conjunction with a password—is required to Log On to the system.

o %

This field is automatically completed for Active Directory users.

Limited to 40 case-sensitive characters.

Tip: employ a Username that is already familiar to the User—perhaps from another
software application.

Password

Allows you to create a password for each system User. This password—in conjunction
with a Username—is required to Log On to the system. Users are forced to change
administrator-assigned passwords at initial Log On.

g This field is automatically completed for Active Directory users.
Limited to 40 case-sensitive characters.

Page 41 of 96

o ¥



KI-2225G [T14] Responder 5 Administration Module—User Guide

Tip: use the same password for all Users.

@ Name (First, Middle, Last)

Allows you to enter a User’s name (First, Middle, Last). Names appear on Staff Objects
(all modules) and in the Other Assigned Staff list (PC Console module). The way names
display is configurable. See Staff Name Display Format.

Note: this field is automatically completed for Active Directory users.

© staff Level

T —— = Allows you to choose any of the already created Staff Levels. Staff Levels are

= automatically provided by the system and impact all modules. You can select more than

one level. Staff Levels determine patient request responsibility (as dictated by the Call
Escalation table in the R5 Configurator).

Staff Level
Murse Manager

Muttiple

ORTech (1]

Bide
Side..
Bed.. Escalation Chains
EVS

EVS...
Lab T.. .
VX =K R

Call Stop 3

Call Stop 1 Call Stop 2

i | Attention OT - 2 mi

Attention -

A
A
Bal

Bath OT 1 EathOT 2

Figure 40: Staff Level  Figure 41: R5 Configurator Escalation

Impacts: Service Requests only; calls are routed regardless of level.

Blended System Alert: caregivers covering RIV beds in a blended RIV/R5 system should
be assigned only those RIV levels created during RIV system configuration (for instance,
“Stat, RN, LPN, and Aide). Should you assign an R5 Staff Level that does not correspond
with an already created and configured RIV Staff Level, implicated Users will not receive
the appropriate or, perhaps, any service requests.

® Role

Allows you to choose any one of the already created Roles. A role affords a User access to
Units/Teams and pages. Roles (as defined in the Role-based Security table, Role Name
field) impact all modules.

Role

Murse Manager S

OR Circulator

1€

EY'S Supervisor (e
Lak Technician
LPH 5 East

Murze Manag...
Murse Manag...
Murse Manag ...
Murse Manag..
OR Circulator [z

Q Permanent Device (Phone/Pager)
Allows you to “permanently” assign any phone or pager to a given User. The device you
select here is taken from the Devices page and will—upon User Log In—automatically
populate the appropriate My Profile Devices area. If necessary, the User may temporarily
change this default entry. Changes are session-specific, though, and will revert to the
Permanent Device default upon subsequent User logins.
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©

e ol

Limited to any device in the dropdown box—entered originally in the Device
Name/Extension field (Devices page):

Tip: the Permanent Device value can be used with Vocera System integration—or if a
User always carries the same phone/pager (bearing the same extension).

Device Name/Extension S
oy 10001 PermanentDevi Devices
10002
10003 10021 (Pager) |a o |
10004 10022 (Pager) . s .
10023 (Pager) dimainionay
:Ei: P | 10024 (Pagen —> '
10025 (Pager)
10007 10026 (Pager)  Updat v Upda
10008 10027 (Pager) [ »
10008 10028 (Pager) X/
Y Device Entrv (Mv Profile)
Device Name.... (Users Page) Permanent Device (Devices Page)

Figure 42: Permanent Device Association/Impact

Permanent Device (Location Badge)

Allows you to “permanently” assign a Location Badge to a given User. The device
extension you enter here is taken from the Devices page and will—upon User Log In—
automatically populate the My Profile Location Badge field. If necessary, the User may
temporarily change this default entry. Changes are session-specific, though, and will revert
to the Permanent Device default upon subsequent User logins.

Limited to any Badge in the dropdown box—entered originally in the Device
Name/Extension field (Devices page):

PermanentDe B

Iz
58583 (Badge)...
55691 (Badge)...

55692 (Badge)...

Bar Code

Allows you to enter the User’s employee bar code, which may be used as an alternate Sign
In method (My Profile).

Limited to twenty (20) alpha or numeric characters.
Tip: if you are using barcodes for Sign on, use one already assigned to a User for other
purposes, if possible—Identification Badge, Meds ID, etc.

Last Login
Allows you to review by date the User’s last Log On. Read only field (General Tab).

Locked Out

Allows you to re-grant access after a User has exceeded the “Max Login Attempts” entry
(Facility Settings | Password Policy):
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2 Max login attempts:

Figure 43: Related Field (Password Policy)
This field is automatically completed for Active Directory Users.

(12) (Status) Active

Allows you to indicate whether the User is active or inactive.

Limited to active (checked) or inactive (unchecked).

Tip: by default, the User is inactive (unchecked). Make sure to check the box for each User
A you create.

Users—Staff Page Filter

You can use the Users Page Filter to show Active, Inactive, Locked Out, or all Users in the
table:

@ Active (Inactive _Locked out Al

Figure 44: Users Page Filter

Search

You can use the Search box to find any already created user by Employee #, User Name,
First/Last Name, Staff Level, Role, or Permanent Device.

Search

Figure 45: Search Box

Synchronize

You can use the Synchronize function to manually retrieve User data (first/middle/last
name, current status, and employee number) from the Active Directory (R5 Apps group) if
R5 Apps is configured as “Mixed Mode” (Facility Settings | Verification Mode).

Synchronize

Figure 46: Synchronize

Werification mode: MixedMode E]
Allowed special characters: 'MixedMode |
Min/max length, characters: 'AppDatabase .

== [=*]

Figure 47: Facility Settings | Verification Mode | Mixed Mode
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Using this function expedites initial setup—as one needs to manually enter data in fewer

fields.

User—Device

You can use the second Users tab to review existing and create new User-Devices. “User-
Devices” are devices (phone/pager or wireless phone) permanently assigned to a role or
function—for instance, housekeeping supervisor, respiratory tech, pharmacy tech, scrub
tech. Because they are typically passed from outgoing to incoming staff members, User-
Devices are generally kept on duty.

Responder 5 Applications

User - Device
@ Active Inactive

Device Ext
123

54359
6543,
tppdT1

*(__ )

123
5436
Test

Trans|

User Name

"

Locked out

ggggggggggg

aaaaaaaaaaa

Password

All

Device Type
Phone/Pager

Wireless Phone

Wireless Phone
Phon T

Administration - Users

Staff Level
PCT
PCT
Resp Ther
Transport

None

f oK & Cancel

Role Barcode
4West Code

4 West Clinic

4West Code 12345878
Trans)

M= E
’m
Search
Last Login Locked Out  Active
04/08/2012 Fl
04i25/2012 @ v
04iz 5/29 @

7

Last Modified On: 51/2012 8:17:46 PM

Last Maodified By: Jeff Schiff

| RGS: (Active)

RTS: Link up

8:32 PM 5/1/2012

Figure 48: Users—Device Tab

Device Extension

Allows you to enter the device’s dialing number. The system uses this number as a unique
identifier that appears in the Device list (PC Console).

Limited to 50 characters.

Tip: the device is likely tagged with its dialing number and provided by the group assigned
with programming it—BioMed, IT, Telecommunications, etc.

Password

2 e [ e

User Name

Allows you to create a Log On “name” for each system device. This unique “Username”—
in conjunction with a password—is required to log the device on to the system.

Limited to 40 case-sensitive characters.

Limited to 40 case-sensitive characters.
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Note: when created, the User-Device is automatically placed “on duty.” You can change the status
using the Staff Assignment module.

Tip: use the same password for all devices used in the same manner. For instance, all
pagers associated with the Code Blue team could use the same password.

@ Device Type

Allows you to select one of two (2) applicable device types: Phone/Pager or Wireless
Phone.

@ staff Level

P —— Allows you to choose any of the already created Staff Levels. Staff Levels are

= automatically provided by the system and impact all modules. You can select more than

- one level. Staff Levels determine patient request responsibility (as dictated by the Call
Escalation table in the R5 Configurator).

Staff Level
Murse Manager

Multiple

Aide ..

Bed Escalati
EVS
EVS 4
Lab T.. ,~""> A A
TR =L A Auliary Calls Auliary

— Bath Calls Bath Bath OT 1 Bath 0T 2

Call Stop 1 Call Stop 3

iologist

gis
i |Attention OT - 2 mi

Figure 49: Staff Level  Figure 50: R5 Configurator Escalation

Impacts: Service Requests only; calls are routed regardless of level.

Blended System Alert: caregivers covering RIV beds in a blended RIV/R5 system should
be assigned only those RIV levels created during RIV system configuration (for instance,
“Stat, RN, LPN, and Aide). Should you assign an R5 Staff Level that does not correspond
with an already created and configured RIV Staff Level, implicated Users will not receive
the appropriate or, perhaps, any service requests.

® Role

Allows you to choose any one of the already created Roles. A role affords a User access to
Units/Teams and pages. Roles (as defined in the Role-based Security table, Role Name
field) impact all modules.

Role

Murse hanager 5

OR Circulator

3

Ev'S Supervisor
Lak Technician
LPM 5 East
Murse Manag ...
Murse Msanag
Murze Manag...
Murse Manag...

OR Circulator [z

Figure 51: Permanent Device Association/Impact
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@ Bar Code

Allows you to enter the device’s bar code, which may be used as an alternate Sign In
method (My Profile).

Limited to twenty (20) alpha or numeric characters.

Tip: if you are using barcodes for Sign on, use one already assigned to the device.

©® Last Login
Allows you to review by date the device was last Logged On. Read only field (General
Tab).

© Locked Out

Allows you to grant access to a device that exceeded the “Max Login Attempts” entry
(Facility Settings | Password Policy):

2 Max login attempts:

Figure 52: Related Field (Password Policy)

(1) (Status) Active

Allows you to indicate whether the device is active or inactive.
Limited to active (checked) or inactive (unchecked).

! Tip: by default, the device is active (checked).

Users—Device Page Filter

You can use the Users—Device Page Filter to show Active, Inactive, Locked Out, or all
devices in the table:

@ Active Inactive Locked out Al

Figure 53: Users Page Filter

Search

You can use the Search box to find any already created device by Device Extension, User
Name, First/Last Name, Staff Level, Role, or Barcode.

Search

Figure 54: Search Box
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How To...

To Create a “User—Staff”
1 Click on the User-Staff tab.
2 Enter or select all required information.
> All fields must contain an entry or selection.
» The password entry must be at least six (6) case-sensitive characters.

1) The system forces a User to change their administrator-assigned password upon initial Log On.

2) You must create a site-specific “administrative” user account.

AdminRaole
Administrative Rights
LPM 5 East

EvE

EWS Supetvisor

OR Circulator

RN OR

OR Tech

)| @

[0]

Figure 55: Role Dropdown

Mone

D

]3]

All

Alcle

Aide ED

Bed Cortrol
EvS

E%'S Supervisor
Lah Tech

LPN

LPM 5 East =

Figure 56: Staff Level Dropdown

3 Check or leave the “Active” box unchecked.
4 Click on the “OK” button (at the bottom of the page) to accept the change.

2 ox

> You’ll know the system requires your “OK” if you see the “Changes pending”
message in the Module Status Message Area.

Changes pending.

To Create a “User—Device”
1 Click on the User-Device tab.
2 Click on the last line in the table:
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(=5

Device Ext User Name Password
123 123 EREER AR
E436 E435 FRERTEEERLE
tppdi Transporteri ke
% | |

Figure 57: User Device Entry

3 Enter or select all required information.
> All fields must contain an entry or selection.
» The password entry must be at least six (6) case-sensitive characters.

The system forces the administrator-assigned device password to be changed upon initial Log On.

4 Click on the “OK” button (at the bottom of the page) to accept the change.

-@ Ok

> You’ll know the system requires your “OK” if you see the “Changes pending”
message in the Module Status Message Area.

Changes pending.

To Create a Site-Specific Administrative User Account

The first time you log on to R5Apps (using the generic “admin” log on), you must make a
site-specific administrator account. In order to do so, you’ll have to...

1 Create a new View Access group.

2 Create a new role bearing administrative privileges.

3 Create a new administrative user.

To Manually Retrieve User Data from the Active Directory:
1 Access the User Table (Administration | User Table | General).
2 Click on the Synchronize button.
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Synchronize Search

Bar code LastLogin Locked O Activ
09/15/2010 v

[al~fal=YaTululnl i ]

3

» The a) status bar and then b) status confirmation dialog will appear:
The first time you

HENRRNNERN | snevon
\
synchronize, the process may

Synchronization is Done

» The User table will update.

To Search the User Table:
While viewing the Users page...
1 Click anywhere in the Search field.

2 Enter all or any part of the following: Employee #, User Name, First/Middle/Last
Name, Role, Permanent Device, or Bar Code.
> Note: restrict your search to a single field. You cannot, say, enter “JH” to search for a
user with a first name beginning with “J”” and a last name beginning with “H.”
Rather, search either for “J” or “H.”
» Search results will automatically appear in the User table as you make your entry. In
the following example, “RN” is the search parameter, and all RNs are listed under

173 2
Staff Level.
Administration - Users
User - Staff
@ Active O inactive ) Locked out oA LLLLLL" Synchroflze | RN
n
Employee User Nam Passwor First Nam Middle Na Last Nam SiaﬁLivel Role PermanentD PermanentB Barcode Last@bgi Locked Activ,
; . u o
. °
N :‘\Tzleamw Susie pecantlg e co®® ® 20020
- [ ]
" o®
87854gg  KarinaBehr swwwmwwss Karina Behr ® Ry g 4West 515 (Pagery @ °® 0510372012
= e
» u °®
J— ziuhammed ziuhamme Awad - ‘.Eg
-
8879 MarieD s Marie Sharon Doherty] RN m Patient 01/11i2012
" ; u
8860 Katieh s Katie Mack ® RN g Adminis 04/18/2012
-
998877  KatieS s Kafie Siefaniw RN B 4\West 04/12/2012
Veronica  Veronicak s Veronica Kagley 3 RN m Adminis 0412712012
u
* hEaman
2 ok & Cancel Last Modified On: 5/1/2012 8:17:45 PM
Last Modified By: Jeff Schiff

Figure 58: Search Example (“RN”)

» You must manually delete everything from the search box in order to view the entire
User table.
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6: Workstation Setup

T F——====== In this chapter, you’ll learn to configure Workstations. A Workstation is any PC used to

run R5 applications. Only PCs that meet the following criteria require Workstation Setup:

v/ Those that are collaborating with a Nurse Console and will display Active Call
windows.

v' Those that are only used to monitor activity without Nurse Console collaboration—and
that you wish to function in full screen mode.

Impacts: all modules, particularly PC Console—when the Workstation is coupled with an
R5 Nurse Console during system configuration (R5 Configurator, Consoles/Staff
Terminals page):

Defaults: none.
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Workstation Setup

Responder 5 Applications HE
’m
Administration - Workstation Setup

9 Active Inactive Both
Workstation Name Use Onscreen Keyhoard Launch Full Screen Facility Collaborator  Lamp Blink Rate  Default Log Level Active
172154228 Demo o991 Defaut v
ErigitteP2400 Demo Bl Default v
Christine=3000a Dema 591 Default W
gailk3200 Demo el Default i
GretchenH2660 Demo o991 Default v
Jenniferh2400 Demo = Defaut v
Johng: 9 Demo 591 @ Default e @
KellyD2130 Demo Cardio Console Default v
MamadouB3000 Demo el Default i
Nicka2000 Demo 91 Defaut v

» RSAPP\ Demo 591 Information W
rargs Demo Default v
sandyc2160 Demo Defaull v

*

@ oK o cancel Last Modified On: 8/23/2010 11:19:48 AM
Last Modified By: Sandy Clavey
‘RGS' [Active) RTS: Link up 427 P &12502010

Figure 59: Workstation Setup

Workstation Name

Allows you to enter the exact network name of the Workstation/PC, for instance, “ICU03”

or “Peds01.”

Limited to 50 characters.

Use Onscreen Keyboard
Checking this box causes the onscreen keyboard to appear on the Log On screen.

Limited to yes (checked) or no (unchecked).

Launch Full Screen

Checking this box causes the application (all modules) to occupy a User’s entire display.
Leaving the box unchecked will restrict the application to a portion of the display. In full
screen mode, neither the system status bar nor the Windows toolbar appear.

Limited to yes (checked) or no (unchecked).

Tip: check the box for those Workstations that are used for display purposes only—such as
those mounted on walls or hallways.
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© Facility

Allows you to associate the Workstation with a Facility. A Facility is a single named R5
system.

- Limited to already R5 system-generated Facilities in the dropdown list:

Facility
Derno
Demo -

@ Collaborator

Allows you to associate the Workstation with one of the Responder Nurse Consoles (R5
.~ Configurator). Make this collaboration between a Workstation and Nurse Call Console in
" order to activate the Active Call window (on the Workstation).

Limited to a dial string under 50 characters.

Console / Staff Terminal |dentification

Area: [y | Name: oo fonsal = | PE 1001 =

| — Names must match

Device Information

Device Type: Consale -

" Responder Consale & PC Conzole

Options
W' ShowElapsed Call Tine [~ Show Call Area

I Show Offine Reparts —

Figure 60: R5 Configurator (Consoles/Staff Terminal)

Collaborator Lamp Blink R:

Cardio Console D

Dial String Name
591 Cardio Console

Figure 61: Collaboration Options

@® Lamp Blink Rate

p_ Determines how many times per second the Corridor Light will blink when active on the

selected Workstation. You can set the system default Lamp Blink Rate on the Facilities
== screen.

Choices are limited to 1, 2, 4, 8, and 16. You may wish to adjust the rate if you experience
less than optimal PC Console response times. The slower the rate, the less processing
power is required.

Default = Once (1) per second.
We recommend leaving the default value.

Impacts: PC Console
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@ Default Log Level

[em— === Determines, by Workstation, how much information is recorded in the logging database on
k £ the Applications Server (“tracelog,” by default). You can set the system default Log Level
* on the Facilities screen. Choices are limited to:

! I

e Critical: logs non-recoverable failures that halt system operation;
Error: logs significant, but recoverable failures;

e Warning: logs failures that don’t impair the system, but may expose configuration
problems;

o Information: logs additional information that facilitates failure-troubleshooting;

o Verbose: logs all events

Default = Information.

We recommend leaving the “Information” value.

Impacts: all modules.

Tip: assigning a different Log Level to a problem Workstation may facilitate
troubleshooting.

© Active

Allows you to indicate whether the Workstation is active or inactive.

Limited to active (checked) or inactive (unchecked).

Tip: by default, the Workstation is inactive (unchecked). Make sure to check the box for
each Workstation you create.

How To...

To Add a New Workstation:
1 Scroll to the end of the existing Workstation list.
> A blank entry line will appear:

=

2 Click in the Workstation Name field:

¢ |

3 Enter a meaningful name—for instance, “ICU03” or “Peds01.”
» Your entry is limited to 50 characters.

4 Check the “Use Onscreen Keyboard” box if you want the Log On process to include
the onscreen keyboard:
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! @ # $ % 2 & L ( ) _ + Backspace
1 2 3 4 5 6 7 8 9 0 - =
Tab Q W E R T Y U I O P { } |
[ I \
Caps Lock A S D F G H J K L 3 " Enter
Shift Z X C v B N M < = ? Shift

5 Check the “Launch full Screen” box if you want the application to fill a User’s entire
display.
» Leaving the box unchecked will cause the application to display occupy only a
portion of the display.

6 Select a Facility from the dropdown box:

Facility
Demo [:

7 Enter a valid dialing string in the “Collaborator” field.
» A “Collaborator” is a Nurse Console value programmed in the R5 Configurator.
8 Click the “OK” button to save the new Workstation.

2

» You’ll know the system requires your “OK” if you see the “Changes pending”
message in the Module Status Message Area.

Changes pending.

> Clicking the “Cancel” button removes any unsaved entries/selections and returns you
to the list.

9 Click the “Close” button to return to the View Access Group main page.
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7: Application Setup

T e—— 1 this chapter, you’ll learn to use the Application Setup page to make choices regarding:
E | General, Swoop, and PC Console settings.

General Settings

151

Administration - Application Setup

ility to edit settings: Mt. Prospect Medical Canter ] 9'

¥
i General Seftings!

Patient Mame display format: Firstname L EJ Staff Mame display format: Firstname L =
@) Sereen auto-refresh interval 1 min ]
- PC Console
@) Lamp Elink Rate 16 times per second =]
- Staff Assi
Schedule backwardforward: 7 days [z 7 days =
- My Profile
e V| Allow staffto go on break Screen idle imeout 5 min = V| Use on-screen keyboards ¥ Use barcode reader
Break duration interval: smin [  swfsign-ondevices:  wireless Phone [z PhonePager [z Location Badge [z Additional Device [z
- Reports [i]

@ Report timeout, seconds: 9993

Repart: Show blank records

Figure 62: Application Setup Page (General Settings Tab)

On the General Settings tab, you’ll make choices regarding:
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Item Tab
Patient name display format General Settings
Staff name display format General Settings
Screen auto-refresh interval General Settings
Lamp Blink Rate General Settings | PC Console
Schedule backward/forward General Settings | Staff Assignment
Staff break General Settings | My Profile
Screen idle timeout General Settings | My Profile
On-screen keyboard use General Settings | My Profile
Barcode reader use General Settings | My Profile
Break duration interval General Settings | My Profile
Staff sign-on devices General Settings | My Profile
Report timeout General Settings | Reports Manager
Blank records General Settings | Reports Manager

Table 2: Application Page Configuration Options

Patient name display format

Determines how Patient Names appear in all Bed Objects. Choices are limited to nine (9)
different forms. If you select form five (5), for instance (“Initial two (2) characters of last
name, first name, plus asterisks”), patient “John Smith” would appear as “Sm, Jo” at the
PC Console.

Initial two (2) characters of first name, last name, plus asterisks (Fi**, La**)

The entire first name plus initial of the last (Firstname L)

First name followed by the last name (Firstname, Lastname)

Full name

Initial two (2) characters of last name, first name, plus asterisks (La*, Fi*)

Initial five (5) characters of the last name, plus initial of the first name (Lastn*, F)

Last name only

The entire last name, plus the initial of the first (Lastname, F)

Last name followed by the first name (Lastname, Firstname)

=

© 00 N O O b W DN

Default = Initial two (2) characters of first then last name plus asterisks (Fi**, La**).

Impacts: all modules.

Staff name display format

Determines how Staff Names appear in all modules. Choices are limited to nine (9)
different forms. Note: forms bearing asterisks are best used for public area masking. If you
select form five (5), for instance (“Initial two (2) characters of last name, first name, plus
asterisks”), staff member “John Smith” would appear as “Sm, Jo” at the PC Console.

1 Initial two (2) characters of first name, last name, plus asterisks (Fi** La**)

2 The entire first name plus initial of the last (Firstname L)

3 First name followed by the last name (Firsthame, Lastname)

4 Full name
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Initial two (2) characters of last name, first name, plus asterisks (La*, Fi*)

Initial five (5) characters of the last name, plus initial of the first name (Lastn*, F)
Last name only

The entire last name, plus the initial of the first (Lastname, F)

Last name followed by the first name (Lastname, Firstname)

Default = Lastname, Firstname.

© 00 N O O

Impacts: all modules.

Screen auto-refresh interval
e —— s Determines how often the Staff list is automatically refreshed.

=2 =E Impacts: all modules and staff status.

Default = every one (1) minute

PC Console
You’ll use the PC Console section of General Settings to configure the Lamp Blink Rate.

Lamp Blink Rate

p_ Determines how many times per second the Corridor Light will blink when active on the
selected Workstation. You can set the system default Lamp Blink Rate on the Facilities
screen.

Choices are limited to 1, 2, 4, 8, and 16. You may wish to adjust the rate if you experience
less than optimal PC Console response times. The slower the rate, the less processing
power is required.

Default = Once (1) per second.
We recommend leaving the default value.
Impacts: PC Console

Staff Assignment

You’ll use the Staff Assignment section of General Settings to configure scheduling
calendar options (Schedule Backward/Forward):

Schedule backward/forward

Determines the number of days (from the Log In day) one can view past or schedule new
assignments (Staff Assignment Module).

Default = 7 (Backward) and 7 (Forward).
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Possible Future Assignments

Su Mo Tu We Th Fr Sa Sy Mo Ty o wie Th Fr =&

Past Assignments

7 8 9 10
TRNTEREN 14 |15 16 17
18 19 20 21

Break option does not
appear

Close

Figure 63: Staff Assignment Module Schedule (7 Backward, 7 Forward Example)

Impacts: Staff Assignment.

My Profile

You’ll use the My Profile section of General Settings to configure: Staff break, Screen idle
timeout, On-screen keyboard use, Barcode reader use, Break duration interval, Staff sign-
on devices:

Staff Break

Determines whether the Break area will appear in the My Profile, My Status pane—and
whether a staff member will be allowed to transfer coverage to another on duty staff
member for a selected period.

My Status My Status

Devices Duty Devices Duty
e — e - -

£

©
B

Ie

+ Go ON BREAK

Figure 64: Break Not Allowed (Unchecked)
Default = checked (Yes).

Figure 65: Break Allowed (Checked)

Screen idle timeout

Determines after how many minutes of inactivity in the My Profile module the system will
automatically log a User out. Choices are limited to: 5, 10, 15, 20, 25, 30 seconds and 1,
through 60 minutes (in five [5] minute intervals).

Default = Never.
We recommend using one (1) minute.

Impacts: My Profile.

On-screen keyboard use
Controls whether the virtual keyboard appears on the Log In screen:
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! @ # $ % " & % { ) = + Backspace
1 2 3 4 5 6 7 8 9 0 =
Tab Q W E R 41 % U I (o] 1 { H |
[ 1 \
Caps Lock A S D F G H J K L i " Enter
Shift zZ X C v B N M < > ? Shift

Figure 66: Touchscreen Keyboard
Impacts: all modules.

Barcode reader use

Controls whether a Barcode Reader is present and used to scan device 1Ds into My
Profile (Devices):

Devices

Please scan or enter your wireless
device(s):

Wireless PhoneE

Phone/Pager(E]) | 451
Location Badge a!
Additional DeviceB

v’ Update v Update
and Exit

Figure 67: My Profile, Device Entry Area
Impacts: My Profile.

Break duration interval

Determines the number of minutes that appear in the “I am going to break for” dropdown
box (My Profile, My Status). Choices are limited to 5, 10, 15, 20 minutes and infinite.
Choosing “5” for the interval would cause the selector to show “5, 10, 15,” etc.

3 Minutes

10 Minutes
15 Minutes
20 Minutes
25 Minutes
30 Minutes
35 Minutes
40 Minutes -

4

Figure 68: “l am going to break for” Interval (Default Example: 5 Minutes)

Default = five (5) minutes.

We recommend five (5) minutes.
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Staff sign-on devices

Controls the presence and order of those devices that appear in the Devices Entry area of
My Profile.

Wireless Phone EJ Pager EJ Location Badge EJ Additional Device L:J

Figure 69: My Profile, Device Entry Area

Devices

Please scan or enter your wireless
device(s):

Wireless PhoneB

Phone/Pager(E]) | 451
Location Badge a!
Additional DeviceE

v’ Update v Update
and Exit

Figure 70: My Profile, Device Entry Area

Default = Wireless Phone, Pager, Location Badge.
Impacts: My Profile.

Reports Manager

You’ll use the Reports Manager section to make timeout and blank record choices:

Report Timeout

Determines how long it will take (in seconds) before a report query times out. We
recommend leaving the default value in place.

Impacts:. Other Covering Staff
Default = 9999 seconds.

Report: Show Blank Records
Allows users to suppress blank pages that may generate in a report.

Default = unchecked (no).
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Responder 5 Applications =] x|

Mt Prospect Medical Genter

Bed Object Settings

<«

@ Active
Swoop Name Priority Background Color Text Color Preview Active
» DNR 1 | v
Fall Risk 2 ] Text Fraview Kl
Acuity 3 I ot Frevien v
Aty s 1 v
Diet 5 I I = v
Isolation 5 | [ e 4 v
Telemetry 7 I S v
Special Request 8 | v
W' 0 — Last Modified On: 1/9/2014 8:44:43 AM
Figure 71: Swoop Settings Page (Display Settings Tab)
Swoop Settings
You may use the Swoop Settings tab to configure Bed Object SWOOP color-coding.
Bed Object SWOOP-
Code
Cooper, Sand AMI Inferoposterior Wal Admiting Alan Butches RN5Ea
i wp Attendin Eddie Joubert LPN SE

Figure 72: Bed Object (PC Console)

Each active or inactive SWOOP-Code has a name, bears a relative priority, and has
configurable background and text colors.

SWOOP Color-Code Assignment
SWOORP color-codes are automatically assigned to Bed Objects in one of two (2) ways:

v By virtue of HL7 data in any one of the fields on the Patient or Clinical tabs:

Page 62 of 96



KI-2225G [T14] Responder 5 Administration Module—User Guide

paoeat |
" 4 | 2| w4011
E . Gutknecht, John _S . Gutknecht, John
§ Account # 5968 § Account # 5968
E I
= B
= Account # I_/ [t] e Acuity: I/Acu\ly
E Admit Date: 12712008 § Admit Reason: |/
Age: Years Allergy: I 4
Date of Birth: 02/03/1920 Ambulatory: |/
Diet: I_/ Diagnosis: I # oitic ¥ alve Replacement
Expected Disch. ‘ DHR: I Fd
Date:
Medical Rec. it | # 488210 Fall Risk: [#
Patient Type: | # Inpatiert Izolation: |#
Special Request: | # Telemetry: [#
close X close X
Patient Details Tab (No Entries) Clinical Tab (Diagnosis SWOOP Color-Code Entry)
Tab Manual or Automatic Entry Fields (HL7 Field Name)

Patient Details | Diet (PV1-38)

Acuity (PV2-40)

Allergy (AL1-3)

DNR (PV2-45)

Clinical Fall Risk (PV2-41.1)
Isolation (PV2-41.2)
Special Request (manual)

Telemetry (manual)

Figure 73: SWOOP Color-Code Data Source

The system only recognizes the presence or absence of characters (alpha, numeric, or even
“blank” spaces) in the Clinical or Patient fields (Patient Detail pop-up/PC Console). The
system cannot interpret the meaning of nor distinguish between character entries within or
between fields. If a character is present, that field will be considered when determining
SWOOP-Code “ranking.” (Remember, the SWOOP color-code entry bearing the lowest
number bears the highest ranking.)

It makes no difference whether you enter “Yes” or “No” in the DNR field, for instance. If
DNR bears the highest priority (as it does in Figure 74), the system will recognize that
ranking and assign the corresponding Bed Object the DNR SWOOP color-code. Therefore,
we recommend that you pay particular attention to your color scheme and field entries.

R5/ADT Interface

You can use the R5/ADT Interface to limit which fields will impact the SWOOP color-
coding feature. For more information, consult the Map Fields sections of Kl-2246, the
Responder 5 ADT Interface Guide.
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@

If more than one entry is present in the Patient Detail pop-up, the SWOOP color reflects the most
urgent association. That is, if both Allergy and DNR entries are present, the DNR SWOOP color-
code would appear.

SWOOP (Code) Name

There are eight (8) default and fixed SWOOP-Code Names: DNR, Fall Risk, Allergy, Diet,
Acuity, Isolation, Telemetry, and Special Request.

Swoop Name

» DHR

Fall Risk

Allergy

Diet

Acuity

Isolation

Telemetry

SpecialRequest

Figure 74: SWOOP (Code) Name

Priority

Each SWOOP-Code carries a relative value. The Priority value (1 = most important) is
used to determine which SWOOP color is displayed when more than one note appears in
the Patient Detail pop-up.

Background Color
You can select any Windows default or custom SWOOP-Code Background Color.

Important: SWOOP Color-Code Background Colors are global; they impact all Bed
Obiject across all modules.

@ Text Color

You can select any Windows default or custom color as the SWOOP-Code Text Color.

Important: SWOOP-Code Text Colors are global; they impact all Bed Object across all
modules.

Preview

The preview entries for each SWOOP-Code allow you to view the Background and Text
color combination.

Preview

Teuk Preview
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® Active
Allows you to indicate whether the SWOOP color-code is active or inactive.
Limited to active (checked) or inactive (unchecked).

Tip: by default, each SWOOP color-code entry is inactive (unchecked). Make sure to
check the box for each SWOOP color-code entry you create.

How To...

To Change a SWOOP Code’s Background Color
1 Double click on any SWOOP-Code color.
» The basic Windows color palette will appear:

Basic colors:

Il ol el el
HICEEEN N
EHEE NS NN
HE ...
EEEEEEN N
C b0l el i

Custom colors:

|
(oo r gr o ar

Define Custom Colors >3

Canicel

2 Double click on the color of your choice.

» Should you wish, you can click on the “Define Custom Colors” button and access the
extended color choices:

eaiccoiors 21|
Basic colors:

o |l
A
T
EfEEEEEN
...
I

Custom ealors

|

Hue:fiz0) Fed:[128
(oo 5[ Green[EE

| Define Eustom Galars »> I ColariSalid |, a0 Biue: [255
oKk | Cancel | Add o Custom Colors |

3 Click to select any color:

4 Click on the “OK” button in the color palette window when you are satisfied with your
choice.

» The SWOOP-Code color will change.
5 Click on the “OK” button (at the bottom of the page) to accept the change.
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@

> You’ll know the system requires your “OK” if you see the “Changes pending”
message in the Module Status Message Area.

Changes pending. L@ ik J L@ Cancel J

» Clicking the “Cancel” button will discard the change.

To Change a SWOOP-Code’s Text Color
1 Double click on any SWOOP-Code’s color.
» The basic Windows color palette will appear:

it Colors NI
Basic colors
=R ==
[_Imlili— el 00|
| oy bl )|
EfAEEEEN
HEENEEEN
[

Customn calors:

e o o e
e o o o o

Define Customn Colors »»

Cancel

2 Double click on the color of your choice.

» Should you wish, you can click on the “Define Custom Colors” button and access the
extended color choices:
Custom colors:

e et st med mad et “ {

ol ot ol HuehZU Red: 128

Sak 240 Green: 255
[ Dickine Bston Bolors 5 | En'ﬂ'ﬁﬂ"d Lum [160 Bhe:[255

0K | Cancel | Add to Custom Colors |

Edlt[l]ll]rs

Basic calors:

i |
A
ey ) el b
T ...
EEEEEEEN
I

3 Click to select any color:

4 Click on the “OK” button in the color palette window when you are satisfied with your
choice.

» The SWOOP-Code’s text color will change.
» You can view pending changes in the Preview column:
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Teuk Preview

Tazt Preview

5 Click on the “OK” button (at the bottom of the page) to accept the change.

@ OK

> You’ll know the system requires your “OK” if you see the “Changes pending”
message in the Module Status Message Area.

Changes pending. L@ ik J L@ Cancel J

» Clicking the “Cancel” button will discard the change.

PC Console

Responder 5 Applications 18]

i. Default left-panel list.

O staff
@ staff and Devices

" Devices

Dcalls

B senics (1) 3}
ii. Caregivers
Nurse Mar @  RespTher
Admiting Physician @ Attending Physician =]

iii. Optional display field

Al @

Last Modified On: 11912014 5:44:43 AT
9 ok Q Cancel

Last Modified By: Sandy Clavey

Figure 75: Application Setup (PC Console Tab)

You’ll use the PC Console tab to make choices regarding:

Call Notification Settings
Census Settings

Canned Message

Other Covering Staff (List)
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Call Notification Settings Tab
Call Notification Settings include Emergency Notification, Emergency Priorities, and
Active Call Window Auto-Close Interval.

Emergency Notification

Allows you to decide whether the calls you’ve included in the “Identify Emergency
Priorities” Emergency list will create a pop-up window on the PC Console.

X

© RS Apps: Call placed

Priority:Code Blue, Bed:501-1, Patient:An** Wa™*

Figure 76: Emergency Priority Notification

Identify emergency priorities (for pop up rr:_e_s_sggg_|f_|3§_apﬂl|_c_a_|gp_l_s_rr_1|_n_| mized)
L]

Available Call Types : Emergency Call Types :

— . .
Anesthesiologist - = Code Blue []
Anesthesiologist OT : Code Brovwn :
Attertion = u Code Pink - If the “Emergency
Attention OT - 1 min " CodeSupr / . ISR
attertion OT - 2 min = E No?lflcatlon option is
suliary C E activated (On), calls
Bath R & | bearing the priorities in
Bath Assist OT = : = 2 || this list will appearin a
Bath OT 1 .
math o7 2 - - pop-up window at the PC

—— b

Bttery - . § || Console.
Bed Exit = [} i N
Bed out . . Emergency notification
Bied Reacy : : off
Blue . s
Canceled : [ @on
Cleaning In Progress - [] :
Cleaning Meeded lal .--------------------------:

Figure 77: Emergency Priority List (Nurse Call, PC Console Tab, Call Notification Settings, Identify Emer.
Priorities)

This pop-up allows the Console operator to more easily recognize “emergency” calls.
Choices are limited to On or Off.

Default: Off.

Impacts: PC Console

(Identify) Emergency Priorities

== Allows you to identify which priorities will cause a pop-up window to appear at the PC
"~ Console when the “Emergency Notification™ feature is active (On). This pop-up allows the
Console operator to more easily recognize “emergency” calls.

Choices are limited to labels in the Available Labels list (which are taken from the R5
Configurator):

Default: none.

Impacts: PC Console.
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Avsilable Labels

Admit Orders -
Anesthesiologist
Anesthesiologist OT
Aftention

Attention OT - 1 min
Aftention OT - 2 min
Auziliary

Bath Assist

Bath Assist OT

Bath Emerg

Bath OT 1

Bath OT 2

Battery

Bed Exit

Bed Out

Bed Ready

Bl Dravnay

Canceled

Figure 78: Available Labels (Nurse Call, PC Console Tab, Call Notification Settings, Identify Emer. Priorities)

Active Call Window Auto-Close Interval

—— Allows you to determine how many seconds of inactivity will cause an Active Call
window to automatically close.

Choices are limited to 1-999 seconds.
Default: 10 seconds.
Impacts: PC Console.

Census Settings Tab
Census Settings include Default Left-Panel List, Caregivers, and Optional Display Field.

i. Default left-panel list Choose only RIV-specific
Caregiver levels in an
_iStaff: o RIV/R5 “blended”
@) Staff and Devices system; only RIV-specific
_'Devices Caregiver Levels (“RN,
@ Calls LPN, Aide, for instance)
= '9/1,/'? Services will appear for RIV-
S Y specific beds.
sy i Careqi (2]
skvf ii. Caregivers Referri
8, LPN
4/@,? Admitting Physician = EWS Referri
LPN
LR é RH Refermri
LPN

iii. Optional display field PC Console, Bed List

All

®

Figure 79: Census Settings (Nurse Call, PC Console Tab)

Default Left Panel List

Allows you to determine which list appears for all Users in the Directory Pane (furthest to
' the left) of the PC Console module (List and Census Views). Should a User wish, she may
= change which list occupies the left pane while using the module.

Page 69 of 96



KI-2225G [T14] Responder 5 Administration Module—User Guide

Tip: Users may change which Directory List appears in the Directory pane for use during a single
session, but the default (the one selected during PC Console configuration) will reappear when
they Log Out and Log back In.

Choices are limited to Staff, Staff and Devices, Devices, Calls, and Services.
Default: Staff.
Impacts: PC Console.

In the first of the following examples, the Staff selection is being used:

Responder 5 Applications

Staff [~1 PC Console

v [N ¥avwd ?

Staff Search Bed List By Room Name Search
W11 John Gutknecht Aortic Valve Repl... Ad... LisaMulligan Att... Caroline Co...
LPN  Gertrud Andrag - :
i Hard of hearing PCT RH  JBryden
4 %O W402
Wa02-1 Frank Luther AtheroSclerosis Ad... Steve Adams  Att... Hina Sanchez
RN  JBryden i pcT R
B E Roy Andrews Abdominal Pain Ad... Sally Bruins Att... Sally Craven i
Nur... Jennifer Holden 24 i peT RH_ JBryden H
Wa0E2” Linda Sherman Arthroplasty, Gle... Ad... Colleen Oxt... Att... Emily Turgeon
i PCC/SA Hote PCT RH
- Madeline Bayer Ad... Colleen Oxt... Att... Stephanie Si..
i PCT RH
Liz Sparg Congenitalabnor... Ad... Linda Grape... Att... Katherine R..
i PCT RH  JBryden
W Haper Adjacent segmen... Ad... Arnold van d... Att... PF Bodenstein
ﬁ Patient/staff assign note PCT RH
Kechil Kirkham Discitis Ad... Marc Hamann Att... Flizabeth Sole
i PCT RH
Jurgen Seier Subaxial cervical... Ad... EA Couldridge Att.. ColetteLeR..
i PCT RH
Rhian Meats Cervical myelopa... Ad... BarbaraBlyth Att.. Gail Weldon
i PCT RH
Lesley 1-Ons Lumbar spondylo... Ad... Arne Hielsen Att... Louise Killeen
. ’ PCT RH
DI reCtory Pa ne Jack Segall Ankylosing spon... Ad... Audrey Jordan Att... MikilLawrens
i PCT RH
Mike Shand Subendocardial l... Ad... Robin McBride Att... Gill Cowan
i PCT RH
E Heffamann Scheuermanns d... Ad... 5Susan Smith  Att... Sue Eloff

RGS. (Active) RTS: Link up 243 Pm 32452011

Figure 80: PC Console Module (Staff List Example)

and in the second example, the Staff and Devices selection (new to version T12) is being
used:
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Responder 5 Applications [_[5]
-

(z) PC Console Welcome Jeff Schiff
Staff and Devices

IR conss ¥0wd ?
Staff. R | seercn Calls Service
PCT #123
PCT #5436 5436 H
Bin Y
Brigitte P
Charlie R

Nur.. CJV
Pat.. Claire G

PN Courthey L
_I Francisco C
LPN Gertrud A
2 %@ specialist

PCT JB
JeffK

Staff List

Jeff §
LPN Jennifer H

Jerry M
Tra.. JoeW

RGS: (Active) RTS: Link up 7:52 PM 5M2012

Figure 81: PC Console Module (Staff and Devices List Example)

Tip: in order to accommodate shared devices, you can—beginning with version T12—create
stand alone “user devices” (Phone/Pager or Wireless Phone). These are used interchangeably by,

for example, code, transporter, and clinic team members.

Caregivers

You may use any one of the four (4) Caregiver dropdown lists to select those caregivers
(physicians) provided by a combination of HL7 data (via optional interface with the ADT
system) and the R5 system (Staff Levels). You may use any one of the four caregiver
dropdown lists to select which caregivers to display on all Census Views. This list is a
composite of Staff Levels and Physicians (as provided by the optional HL7 interface to the
hospital’s ADT system).

Choices are limited to entries in the four (4) caregiver dropdown lists.
Default: None.
Impacts and is impacted by: PC Console and the R5 Configurator.
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ii. Caregivers

20|

Attending Physician RN
Attending Physician
Referring Physician LPM
Aice

Ajce ED

Bed Cortral

EvS

EV'S Supervisor

Lab Tech =

(L]
23]

Figure 82: Caregivers (Nurse Call, PC Console Tab, Census Settings)

John Gutknecht Aortic Valve Repl...; Ad... Lisa Mulligan Att... Caroline Co...
Hard of hearing * PCT RH J Bryden

Figure 83: Census List Bed Object (PC Console)

Optional Display Field
Allows you to select all or any of the five (5) optional display fields, which correspond

" with certain PC Console, Patient, and Clinical tab fields and will appear in Census List Bed
Obijects (PC Console).

m_rsgr_b.y Louise Perineural scar revi Admi Marina Stande RN
' = DNR - Yes E Atten Jacqui Morten LPN

Figure 84 Optional Display Field (PC Console Tab, Bed Object)

iii. Optional display field

All =
vl AN

[w] Acuity

[l Allergy

[v] Diet

[w] DHR

[w]; Fall Rigk

Figure 85 Optional Display Field (Nurse Call, PC Console Tab, Census Settings)

pavenoetat [ |
I Bl wa02-1
g . Luther, Frank . 3 » Luther, Frank
Account # 825498131 é Account # 825498131
[=]
=
5
g
Account # [ # sa543e 3 = Acuity: |#
T iE
! i
E AdmitDate: 1182008 ‘g Admit Reason: |/
Age: Years Allergy: I/
Date of Birth: 01./12/1956 Ambulatony: I i
Diet: I rd Diagnosis: I/
Expected Disch. |1B1 2008 DHR: I/ DMR order in place
Date:
Medical Rec. # | # A10102 Fall Risk: | # Modezte
Patient Type: I # Inpatisnt Isolation: I g
Special Request: I/ Telemetry: I/
close X close X
PC Console (Patient Details Tab) PC Console (Clinical Tab)
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Choices are limited to any of the five (5) optional display fields.
Default: all selected.

Impacts: PC Console.

Edit Canned Messages

There is only one Text Message option setting:

Edit Canned Messages
Allows you to select which text messages will appear in the PC Console Text Messaging

Service dropdown list:

Messane Pogl

Message Pool

Messages Shown in List

Ambulate

o

Beckoan Needed

Bring Pt loe

Bring Pt Water

Call Murse Manager
Call &n Hold

Call the Murses Station
heck IV Pump

Reck Patient Status

eckiRead Temp
‘Chest Pain

Corme to hurse's Station
Discharge to Home:
Faily Has 7

Give Report

Lactation Canstit
LinensiRilowsiBlanket
MD On Phane

P Metls Here

Pharmacy on Phone
Pick Up Infant
PSYT @

Figure 86: Message Pool (Nurse Call, PC Console, Edit

Canned Messages)

Send a Text Message

Unit or Groug

Staff Name

n
n Text Message

1

AdmitiTransfer Arrival
Admit Here
Ambulance Artived
Ambulate

Assist MD

Assist with Meal
BathiShovwer

Bedpan Meeded
AR R R R R N R R R N R N R R R N R N N NN

Figure 87: PC Console (Text Message Service)

Choices are limited to message in the Message Pool. Should you wish to create additional

messages, you must use the Text Messaging option:

Adrminiskration

r Devices

My Prafile
PC Consale

Reports Manager

Facility Settings

Manage Locations

Skaff Assignment: :
Full Screen F11 H
Refresh F5

About

Log Cut Workstation Setup

Figure 88: Text Messaging (Administration Menu)
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Default: all selected.

Impacts: PC Console.

Edit Other Covering Staff List

There is only on

e Text Message option setting:

Edit Other Covering Staff List
—— Allows you to select which staff members will appear in the PC Console Active Call

" window “Other Covering Staff” dropdown list.

Staff Paal Staff (Show in List)
iBed Cortrol Anesthesiologist 7] _j Wa011
Bio-medl Engineer Cardiology Tech | g =
EVS Supervisor Charge Nurse \— , Gutknecht, John PCT OT
2
&l Account # 5968 71:04
. . x
Staff Poo Staff (Show in List £
E| Beaniote: [/
FoT TenTooh ?d Patient Hote: [/ Hard of hearing
PCT S Bast aboretory Tech S| 1 hrss.. Holden, dernifer (x24, x 58681,
Pharmacist —
armack 2 RN Bryden, J [x.58692)
Phammacy Tech 3 East
Physician <k Anesthesiologist
Radiologist o Manager & East Select a Staff
Radiaiogy Tech e Manager ED et
irculator
RN Cardiology s Manager ONC 5
EWE
STAT lurse Manager OF: Set Service & en
Surgeon Nurse Practtionet i) UElkEserER Ol Nurse M
Switchboard Cperator o0 > PCT ONC Cance! ﬁr{ pCT
Suikchbosrd Operator °*® Physical Therapist coeosssscccccccs o
Therapist s RM I X 0o Transpart
Transport . FN 5 East ®
Transpart Supervisor @ @ @ © ¢ RMED d4°
RN ONC oo L Call Completed ¥,
il O ccccccccc?®
Urit Secretary 5 Esst
Urit Secretary ED €]

Figure 89: Staff Pool (Nurse Call, PC Console, Edit Other
Covering Staff)

Figure 90: Other Covering Staff (PC Console,
Active Call Window)

Choices are limited to any entries in the Staff Pool.
Default: various selected.

Impacts: PC Console.
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8: Devices

In this chapter, you’ll learn to use the Devices page to configure wireless devices. In the
current release (T12), R5 supports three (3) device types: Wireless Phones (phones),
Pagers, and Location Badges. In order to use a Device, it must appear in the Devices table.

Device configuration serves multiple purposes:
v" It validates the status of a device (active/inactive).

v It provides a way to associate a device with its barcode.

v" It allows Users to scan bar-coded device data into a selected “Devices” entry field in
the Sign On/Off Pane (My Profile, My Status):

Devices

Please scan or enter your wireless
device(s):

Wireless PhoneB

Phone/Pager(E]) | 451
Location Badge a!
Additional DeviceB

v’ Update v Update
and Exit

Figure 91: My Profile (My Status View)

Impacts: My Profile
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Devices

All (&4
Responder 5 Applications All g@ﬁl
X =

] P o=

Wireless Phone

Location Badge

fninistration - Device

Device Type: Al ] @ active Cilnactive (" Both
Device Name/Extension Type Description Barcode Currently Assigned To Active =

1] | wireless Phane  Cisco 330 Staff Ten v
332 Wireless Phane Cizeo 332 Statf Two v
333 o W\ralass@e Palycom 9 333 e Stalf Three 6 9
334 Wireless Phone Palycom 334 Staff Four
335 Wireless Phone Ascom 335 Statf Five v
336 Wireless Phane Aszcam 336 v
337 Wireless Phane Vocera 337 Statf Seven v =
338 Wirgless Phone ocera 336 Staff Eight v
350 Wireless Phane Vocera 350 Statf hine v
5445 Wireless Phone Jen's Phone 5945 Jennifer Holden v
9330 Pager 330 9330 Statf Ten v
9331 WWireless Phone 33 33 Staff One v
a3 Pager 33 a3 v
9332 Pager 332 9332 Staff Two v
9333 Pager 333 4333 Statf Three v
9334 Pager 334 4334 Statf Four v
9335 Pager 335 9335 Statf Five v
9336 Pager 336 9336 v
9337 Pager 337 9337 Statf Seven v
93338 Pager 338 9335 Statf Eight v
9339 Pager 339 9339 Statf Mine v
B1 Location Badge Statf 1 Badge 1 Statf Five v EJ

@ oK ] o cancel Last Modified On: 11/18/2009 12:20:03 PM
Last Modified By: Staff One
|Cnnnaminn' (Active) S43PM 1148/2009

Figure 92: Device Table

Device Name/Extension

Allows you to enter the internal dialing number of the wireless device.
Entries cannot exceed fifty (50) numeric characters.

Default: none.

Impacts: My Profile (Sign On/Off).

(Device) Type

Allows you to select which the device type. Three (3) devices (Phone/Pager, Wireless
Phone, and Location Badge) are supported in the T12 R5 Applications release.

Choices are limited to Phone/Pager, Wireless Phone, and Location Badge.
Default: none.
Impacts: My Profile (Sign On/Off).

(Device) Description

You can use the “Description” field to record a plain language description of the device to
further identify ownership. For example:
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Description
ED Phane 405
ED Phane 409
ECPhane 410
Physical Therapy Pager
EY'S Supervizor
E%S OR and 5 East Pag
ED Pager
Bed Control Pager
Code Blue Pager
Code Blue Pager
ED and LDR Pager
OR Pager
5 East RM
5 East PCT

Entries cannot exceed fifty (50) characters.
Default: none.
Impacts: My Profile (Sign On/Off).

(Device) Barcode

Allows you to enter the device’s barcode. Barcodes speed up and simplify User Sign On
(My Profile).

Entries cannot exceed twenty (20) alpha-numeric characters.
Default: none.
Impacts: My Profile (Sign On/Off).

(Device) Currently Assign To

This read-only field allows you to see if anyone is currently Signed On to the system with
the device.

Default: none.
Impacts: My Profile (Sign On/Off).

Active (Status)
Allows you to indicate the status of any listed wireless device.

Choices are limited to activate (checked) or deactivate (unchecked).
Default: deactivated.
Impacts: My Profile (Sign On/Off).

Devices Page Filters

You can use either or both of the two (2) filters to determine which devices appear on
screen. The first filter allows you to narrow by device, the second by status:
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All &
All

Phone/Pager L

Wireless Phone

Location Badge

Figure 93: Device Filter (Device Table View)

@ 4 ctive Inactive Bath

Figure 94: Status Filter (Device Table View)

How To...

To Create and Activate a New Wireless Device
1 Navigate to the Devices page.
2 Locate the first unused line in the Device list:

44 Wireless Phone Palycom [P 5012 v
53 Wirgless Phane Lab Phone 53 53 !

3 Click in the Device Name/Extension field:

B ]

4 Enter the Device Name/Extension.
5 Click on the Type field, and select a device type:

All @

All

FPhone/Pager X

Wireless Phone

Location Badge

(e}

Click on the Description field, and enter a memorable device description.
(Optionally) click on the Barcode field, and enter a memorable device description.

» The “Currently Assigned To” field shows if a User is already Signed On with the
device.

8 Click on the Active checkbox.
9 Click on the OK button to complete the process.

~

To Edit an Existing Wireless Device

1 Navigate to the Devices page.

2 Locate, and click on the device you wish to edit.
» The line will highlight:
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30501 Pager 5 East RN EENRINT
» [ 0502 | Pager § East PCT HIHL D506

3 Make desired changes.
4 Click on the OK button to complete the process.

To Convert a “Device” to a Device User

In order to convert an existing device to a Device User, you must first remove its actual

device name from the Devices database. Here’s how:

1 Navigate to the Devices page.

2 Locate the device you wish to convert in the Device list:

Device Name/Extension Type Description Barcode
8876 PhoneiPager
20585 Location Badge  versus 20585
L N ] 0> b 23457 Phone/Pager Code White Team Pager  3a008377y
43211 Location Badge  fake RTLS 12345
58683 Location Badge  versus 58683
58683 Wirsless Phone
53691 Location Badge  versus 53691
58692 Location Badge  Wersus 58692
627322 PhoneiPager Apolla B19KL1NO80T
634321 Wireless Phone 12345678
CodeBlugl Phone/Pager Code Blue Team Pager 1
CodeBlue? PhoneiPager Code Blue Team Pager 2
CodeBlus3 PhoneiPager Cods Blue Team Pagsr 3
CodeBlusd Phone/Pager Code Blus Team Pager 4
CodeBlues Wireless Phone  Code Blue Team Pager 5
CodePink1 PhoneiPager Code Pink Team Pager 1
CodePink2 PhoneiPager Code Pink Team Pager 2
CodePink3 Phone/Pager Coide Pink Team Pager 3
EvS1 PhoneiPager EWS Team Pager 1
Evs2 PhoneiPager EYS Team Pager 2
EVS3 PhoneiPager
topd?1 Phone/Pager phantom pager
*

Currently Assigned To

#9876

Ursula Sauerborn

# 56683

HEVS3
#tppd T

User Device

q

dEEEEEEEEHE

Active 3

3 Change the name of the device to any Device Name/Extension you will never use—

such as “zzzzzzzzz” or ©99999999.”
4  Make sure the “Active” checkbox is unchecked.

Device Name/Extension Type Description
9876 PhonePager
oo '> YF zzzzZZEZ PhonePager Code White Team Pager
43211 Locstion Badge  fake RTLE

User Device

Active

[T ]

W

A

Click on the OK button to complete the process.
Navigate to the Users page.

Click on the User-Device tab.

Click on the last line in the table:

o0 N o O

% | |

Device Ext User Name Password

123 123 i
E435 436 i e e
tpp4T1 TFﬂI'ISI:II:II'tEF"I Tk

Figure 95: User Device Entry
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9 Enter the Device Name/Extension you changed on the Devices screen.
10 Enter or select all other required information.

» All fields must contain an entry or selection.

» The password entry must be at least six (6) case-sensitive characters.

The system forces the administrator-assigned device password to be changed upon initial Log On.

11 Click on the “OK” button (at the bottom of the page) to accept the change.

--g 0K

» You’ll know the system requires your “OK” if you see the “Changes pending”
message in the Module Status Message Area.

Changes pending.
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9: Manage Locations

In this chapter, you’ll learn to use the Manage Locations page to view and edit locations:

Responder, 5 Applications

Include: Areas @ actie
= Al Locations (1)
= F pemoi1)
+ A 1224
Az
M\ # A 14200
20
A
+ A 5 a0y
+ A B (29
w A7 (25
# A 14y
As
A Carda (2)

Locations Tree

Administration - Manage Location

@ Shaw:

Typ Id

F 1

Facilties

Name

Demo

@

Demo o R5Admin

FEX

Descriptio Reference Updated B Updated O Activate D Inactivate D

06/23/2008  07/07/2007

Locations Table

Q Cancel

d Connaction: (Active)

1051 AM  TE02008

Figure 96: Manage Locations
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Important

Although R5Apps allows you to create new facilities (Administration | Manage Locations), you
should never attempt to do so. Responder 5 only supports a single facility.

Responder 5 is shipped with a default (“Built-in”) facility, named “Main Facility.” You must
rename this default facility (Administration | Manage Locations) prior to initial system
download.

That is, in order for the R5 Applications to receive Nurse Call configuration, the facility name
entered in the R5 Applications Manage Locations page must match the facility name entered on
the R5 Configuration software home page.

Responder 5 Configuration Software - Regional Hospital

Screens  Help

= d e
Software Version: 1.05
Type Id Name Description
F 1 Shaker Valley Shaker Valley
Facility Name: |Shaker\/a|ley
Figure 97: R5 Applications Facility Name Figure 98: R5 Configuration Facility Name

You’ll find the following fields/controls on the Facilities page:

@ Locations Tree

You can view Areas (A), Units (U), Teams (T), and Rooms (R) for selected Facilities ()
in the expandable Location Tree.

= All Locations - = All Locations - @

= F pemoioy = F pemo21)
# A 1220 U i
= A3 # U Bed Contral (132)
= A 20(1) # U cardiology (2)
A 211 T Code Blue
# A 5(45) #= U ep 30
# A B30 T evs
= AT = T Evs 5 East (40)
= A (18 R sm 4
R or R s02(3)
Rorm (1) R 5033
R orm2 R =041
R oroz R =051
R or04 R =061
R oros R =071y
R orms R =0z
R oro7 R =09
R oros R st
R orme Rsnm
R oR1-0R14 R sz
Ror10 R s13m
Ror1 R 5141
R or12 R s1s
Ror13 R s1601
R or14 R si7e
A R stz
= A cardo(2) R s19mm
Ramm R s2001
R a0z R sz
R sz =
i =
Figure 99: Areas Included Figure 100: Units/Teams Included

® Locations Table

r——=—=- The Location Table contains the following fixed (updated by the system only) and editable

(will take user input) fields:

o Type: the system supports four (4) Location Types—Facilities (F), Areas (A), Rooms
(R) and Beds (B). Read-only.

« Id: unique Location identification number generated by the Application Database. Read-
only.
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o Name: of the Location derived from the R5 Configurator read-only for all but the
Facility entry.

o Description: of the Location derived from the R5 Configurator Editable field.

» Reference: a number derived from the R5 Configurator assigned by the system to each
Location. Read-only.

o Updated By: the name of the User who lasted updated the Location. Read-only.
o Update On: the date the Location was last updated. Read-only.
o Activate Date: the date the Location was made “active.” Read-only.

¢ Inactivate Date: the date the Location was made “inactive.” Read-only.

Type Id Name Description Reference  Updated By Updated On Activate Date Inactivate Dat )
R 1 501 501 6 0119/2009 0572072008 m
R = 291 591 7 OB/2362008 0572042008 0741142005
R = 301 501 g 0573042008 05720£2008 0572142005
R 2o 3501 3501 g 062342008 052042008 0741142005
R = Five East Five East 9 OB/2362008 05720/2008 071142005
R 2mr 502 502 10 01192009 052042008
R 23 203 503 1 01/19:2009 0572012008
R 230 504 504 12 01/19:2009 0572002008
R 24m 505 505 13 0141942008 05/20/2008
R 2 206 506 14 01/19:2009 0572012008
R 2402 507 507 15 01192009 052042008
R 2403 a03 08 16 011952009 057202005
R 2404 509 509 17 01/19:2009 0572002008
R 240 il 510 18 0141942008 05/20/2008
R 2408 g1 511 19 01/19:2009 0572012008
R 247 512 512 20 01192009 052042008
R 240 513 513 bl 0141942008 05/20/2008
R 2409 514 514 22 01/19:2009 0572002008
R 240 515 515 23 01192009 052042008
R 2 516 516 24 01/19:2009 0572012008
R 242 7 517 25 01192009 052042008
R o243 ks 515 26 0141942008 05/20/2008
R 2414 519 519 erj 01/19:2009 0572002008 =

Figure 101: Locations Table

Locations Page Filters

You can use either or both of the three (3) filters to determine which Locations appear on
screen. The first filter allows you to narrow by Areas/Teams, the second by status
(active/inactive/both), and the third by Type:

View Filter (Include)
Allows you to select whether you wish to view Areas or Units/Teams.

Inciuce: Areaz [j
Areas
All Locations | Units/Teams
|l 7
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Status Filter

Allows you to select whether you wish to view Active, Inactive, or both Active and
Inactive (Both) Locations:

Bith @
Active
Inactive
Both
Show Filter

Allows you to select which Location Types (Facilities, Areas, Rooms, Beds) shown in the
Locations Table. The Show filter is context-sensitive. It works in conjunction with your
Location Tree selection.

Shawe:  Beds [:J
Facilties
Name | Aress f
b Rooms 1
Beds
L8] Il
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10

10: Text Messaging

In this chapter, you’ll learn to use the Text Messaging function to create text messages.

Responder 5 Applications MEE

o

Administration - Text Messaging
Message Al
Call Murse Manager
Call On Hold
Call the Murses Station
Check I Pump
Check Patient Status
Check PCA
Check “ent
CheckRead Temp
-\ Chest Pain
Came ta Murse's Station
Dizchatge to Home
Family Has 7
Give Report
lce Pack
Lactation Consutt
LinensiPillowsBlanket
WD On Phane
Pain Meds Here
Pharmacy on Phone
Pick Up Infart
PEVT
PtIn Pain
Rheythm Change
=08
TurniChance Position
TachFib

) oK a — Last Modified On: 1142372009 5:49:16 Ph
b b Last Modified By: Jetf Schiff

Connection: {Active) 1023 PM 1102302009

Figure 102: Text Messaging Page
Message

Allows you to create new Text Messages that appear in the Message Pool and/or Show List
(Nurse Call | Edited Canned Messages) and can then be selected at the PC Console screen.
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18T
=
Message ™
et e
rvmc—
Arbubacs Arived
Attt
Assist MO I (5] ]
Ao & ]
[ve— [ =2
e osded
Booatre
argte S— — -
argte
CatturseMaoer
ot Mossages (show i L)
ol Norses S
Cruckv P Adt Hers )
Crck P S ATt Al
Check PCA. Ambuance Arrived
Creck ver Ankuste
Crackead Temp hesitho
Chest Pain Asstst wth Meal .
Came totarse’s Sien osrarorine 8
Facty s 7

Discharge to Home.

Famiy Hes > Responder § Applications
Orve Repert
oo Pack (@ PC Console
Lactatien Consut
U Plowe ket -
MO 0n Prone Census
Staff Search > I calls N
| — o S, vy
|connection: (Actve) Nur... Hahn, Harry Send a Text u..:,g. Forbes, Lorraine
RN  Hayward, Cynthia trearoow g Wound Care
Five Eact v
RN Holden, Jennife 12346678 [ ]

Statt Neme: , Forbes, Lorraine 47:00
RN Holden, Jennifer _ i Wound Care.
Ve, e
RN Holm, Gretchen
Ward, Ann 45:38

LPN Hoppe, G
Nur... Howgate, Mark

Changes pending,

Conection: (Active) RN Hughes, Sharon
RN Jones, Margaret
RN Joplin, Janice

]
]
]
]
]

[ Acit Here
| Acwartronster Amrvel

PCT Kaplan, Allan
Nur... Katz, Amanda
RN Kidder, Gail

RN Martinussen, ND
LPN  McKinstry, David
Mills, Harold

RIS Lk up

Figure 103: Text Message Flow

Staff Search » B Calls Service
e T TTTy o ST f/
MNur... Hahn, Harry Send a Text Message , Forbes, Lorrgffie 46:05 LPN
RN  Hayward, Cynthia " Unit or Group L Wo, / Care 4

Five East - ;
RN Holden, Jennife 12345673E

Staff Name , ForbgfilLorraine 47:00 LPNS
RN Holden, Jennifer 4

Haldten, Jennifer

WnundCare &
RN Holm, Gretchen

LPN Hoppe, G ¢ Ward, Ann 45:38 LPN
Text Messages appearing /! 5
Nur... Howgate, Mark here are created on the Text

M i L
RN Hughes, Sharon el

RN Jones, Margaret

RN Joplin, Janice 4
Text Message

PCT Kaplan, Allan -

Admit Here

Admit/Transfer Arrival

MNur... Katz, Amanda

RN Kidder, Gail

Ambulance Arrivecd

Ambulate
RN  Martinussen, ND Assist WD
Azzist with Meal
LPN McKinstry, David Bath/Shower

Bedpan Needed

RN Mills, Hareld

RGS. (Active) RTS: Link up B.25 P 91972010

Figure 104: PC Console (Text Messaging Example)
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Default: those already in the list.

Impacts: PC Console (Send Text Message).

How To...

To Add a New “Canned Message”
1 Click on the Text Message menu entry:

Administration

My Profile
PC Console
Reports Manager

Staff Assignment

Devices

Facility Settings
Manage Locations
urse Call

Role-Based Security

Full Screen Fi1 Text Messaging

Refresh F5 Users

About View Access Groups
Workstation Setup

Log 2ut

» The Text Message page will appear:

Responder 5 Applications

Administration- Text Messaging

Message
Call Nurse Manager
Call On Hold
Callthe Nurses Station
Check I/ Pump
Check Patient Status
Check PCA
Check Vent
CheckiRead Temp
Chest Pain
Come to hurse's Station
Discharge to Home
Family Has ?
Give Report
Ice Pack
Lactation Consul
Linens/Pilows Blanket
WD On Phone
Pain Meds Hers
Pharmacy on Phone
Pick Up Infant
PSYT
Pt In Pain
Rhythm Change
S0B
TurniChange Position
WTach/vFib

‘-@ Ok |Q Cancel

Last Madified On: 11/23/2009 9:49:16 PM

Last Madifisd By: Jeff Schift

Cannection: (Active)

10:23PM 1112312008

2 Scroll to the end of the existing list.
» A blank entry line will appear:

Pick Up Infart

PSYT

Pt In Pain

Blank entry line Rhythm Change
(with asterisk) 508

TurniChange Position

\ “Tach/Fib
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3 Click on the empty line:

Pick Up Infart

PSWT

Pt In Pain

Rhythm Change
S0B

TurnfChange Position
WTachMFilb

[

4 Enter the message text.
5 Repeat as necessary.
6 Click on the “OK” button (at the bottom of the page) to accept the change.

» You’ll know the system requires your “OK” if you see the “Changes pending”

message in the Module Status Message Area.

To Edit an Existing “Canned Message”
1 Click on the Text Message menu entry:

Reports Manager

Staff Assignment

Administration 3 Devices
My Profile Facility Settings
PC Console

Manage Locations
urse Call

Role-Based Security

Text Messaging

Full Screen F11

Refresh F5 Users

Bhaut Yiew Access Groups
Lag Out Workstation Setup

» The Text Message page will appear:

Responder 5 Applications (=]}
”%..

Administration - Text Messaging
Message =

Call Nurse Manager
Call On Hold
Callthe Nurses Station
Check I Pump
Check Patient Status
Check PCA
Check Vent
CheckiRead Temp
Chest Pain
Come to Nurse's Station
Discharge to Home
Family Has ?
Give Report
Ice Pack
Lactation Consut
Lirens Pilow s Blanket
WD On Phone
Pain Meds Hers
Pharmacy an Phane
Pick Up Infart
PSVT
Pt In Pain
Rhythim Chanos
SOB
TurniChange Position
WTach/vFib

Last Modifisel On: 11/23(2009 9:49:16 PM
‘-@ OK |o Cancel

Last Madified By: Jefi Schiff

Cannection: (Active) 023PM 11/23/2009
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2 Scroll to and click on the entry you wish to edit.
» The message will highlight:

Pick Up Infant
PEWT

PtIn Pain
Rhythm Change

XX} > » | Take to Laundnd

Turn/Change Position
WTachrvFib

3 Make desired changes.
4 Repeat as necessary.
5 Click on the “OK” button (at the bottom of the page) to accept the change.

» You’ll know the system requires your “OK” if you see the “Changes pending”

message in the Module Status Message Area.
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Appendix A: Important Terms

Knowing the following terms will help you use the Administration module:

Active/lnactive:

Access Group:

Break Duration
Interval:

Call Coverage:

Call Stop:

Collaborator:

Devices:

Facility:

Role:

In order to maintain an accurate transactional record over time, R5
does not allow you to delete any saved record. That is, once you
create and save a Device, Physician, Role, User, View Access Group,
or Workstation, you cannot purge it from the system. Instead, you can
render the item “inactive.”

Also known as “View Access Group.” An Access Group is a
privilege profile element that allows or denies read/write/view access
to designated modules and/or pages.

This “interval” determines the length of the break periods that show
in the My Preferences page (My Profile module) Break dropdown
selector. Choices are limited to: 5-60 minutes. Choosing “20” for the
interval, for instance, would cause the dropdown to show “20, 40, and
60.”

Refers to one of the PC Consoles established during system
configuration (R5 Configurator).

A Call Stop is a duty coverage for a bed. A maximum of eight (8)
Call Stops can be created for each bed. Typically, calls unanswered
by a caregiver in a bed’s first Call Stop position are then directed to
the caregiver in the second position, and so on—thereby creating a
coverage chain. Call Stops are used in R5 instead of “Primary” and
“Backup” coverage.

Refers to a Nurse Console linked to a particular Workstation (running
PC Console).

In the initial release of R5, a device is either a wireless phone or
pager. Calls are sent to a covering staff member’s device. Also knows
as “wireless devices.”

Facilities are a way for R5 to allow for multiple networked
“systems.” In any given installation, there may be more than one
facility. With north, south, east, and west buildings, Washington
General could have four (4) facilities, for instance.

A “Role” has three primary traits: its name, its access to Units/Teams
(within a Facility), and its ability to view or edit modules/pages
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RAS Host and
Port:

RGS Host and
Port:

RRS Host and
Port

Screen Auto-
Refresh Interval
Sign On/Off:

SWOOP Color-
Code Feature:

Team:

Unit:

Urgent Event:

Username:

User Device:

View Access
Group:

Workstation:

(Access Group).

The IP address of the Responder Application Server (RAS) and the
port it uses to communicate with the application modules.

The IP address of the Responder Gateway Server (RGS) and the port
it uses to communicate with the application modules.

The IP address of the Reports Manager Server (RRS) and the port it
uses to communicate with the application modules.

How often a module page is automatically refreshed.

While you Log In and Out of the R5 system, My Profile allows a
User to “Sign On” and “Sign Off” duty (for any listed Unit/Team).

The SWOOP color-code feature facilitates quick needs assessment.
SWOOP color-codes are automatically assigned by virtue of either
manual entries in the Patient or Clinical Tab (Patient Object, PC
Console) or from the HL7 system.

Teams are functional groupings, such as “Code Blue” or “Security”
and may be populated by any User. A User may belong to and be on
duty in multiple Teams simultaneously. Teams and Units are often
used synonymously in R5.

Units are typically comprised of rooms in a particular physical area
(Pediatrics, Intensive Care, Oncology, for instance). Active Users are
associated with one or more Units. A User may belong to and be on
duty in multiple Units simultaneously. Units and Teams are often
used synonymously in R5.

Staff Assist and Code Blue calls are considered “Urgent Events” in
the R5 system.

Usernames (User Names) are assigned by your system administrator
and are necessary (in conjunction with a password) to Log In to the
system.

User-Devices are devices (phone/pager or wireless phone)
permanently assigned to a role or function—for instance,
housekeeping supervisor, respiratory tech, pharmacy tech, scrub tech.
Because they are typically passed from outgoing to incoming staff
members, User-Devices are generally kept on duty.

Also known as “Access Group.” A View Access Group is a privilege
profile element that allows or denies read/write/view access to
designated modules and/or pages.

Is the physical PC running PC Console—and optionally associated
with an R5 Nurse Call Console.
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Appendix B: Quick Guide
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Initial Administration

The first time you “administer” the system, we recommend you observe
the following order: 1) Facility-Wide Settings, 2) View Access Groups,
3) Role-Based Security, 4) Users, 5) Workstation Setup, 6) Nurse Call, 7)
Devices, and 8) manage Text Messages.

1) Manage Facility-Wide Settings

Role-Based Security

Access to Units

Facility-Wide Settings

Assign role access to Units/Teams. Without this access, a User would
not be able to view Bed Objects, Calls, Services, etc. A role may be
associated with multiple Units/Teams. Units/Team (“U) exist within a
Facility (“F”). Selections in the dropdown are provided by the R5
system.

(View) Access Group

Facility Selection

Choose which R5 facility you are configuring.

Communication

Enter details regarding RGS Host/Port, RAS Host/Port, etc.

Associate the role with a single View Access Group. (These entries are
created on the Create/Edit page [View Access Groups]). Without this
access, a User would not be able to access any screens. A role may be
assigned to only one Group.

Devices

Call Coverage

Decide about the On-Screen Keyboard, Barcode Reader, etc.

Password Policy

Assign coverage to the role. Coverage is created using the R5
Configurator. Without this access, a User would not be able to view Bed
Objects, Calls, Services, etc. from the PC Console.

Decide about the Verification Mode, the use of Special Characters, etc.

Other

Activity (Status)

Configure warnings, Staff/Patient Name format, scheduling, Lamp
Blink Rate, Log Level, Screen Refresh Interval, etc.

Indicate whether the role is active or inactive.

2a) Manage View Access Groups

Use the View Access Group main page to completely restrict, offer full,
or offer limited access to the following modules and/or pages:

Application/Screen

PC Console
Census View, List View
Staff Assignment
Add Notes, Current Assignment, Future Assignment
My Profile

My Bed Assignments, My Preferences, My Status

Administration

Devices, Facility Settings, Manage Locations, Nurse Call, Role-based
Security, Users, View Access Groups, Workstation Setup

Selecting “Edit” means that the User will be able to view and make
changes in a module or on a given page; selecting “Read” means that the
User will be able to view but not makes changes in a module or on a
given page; selecting “No Access” means that the module won’t appear
in the Module Selector menu.

2b) Create View Access Groups
Use the Create/Edit button to create a new View Access Group.

3) Create Roles

A “Role” has three primary traits: its name, its access to Units/Teams
(within a Facility), and its ability to view or edit modules/pages (Access
Group). Tip: create as many roles as are necessary to accommodate the
different access levels, as these permissions cannot be changed per User
(or at that User level).

To Create a Role:
1 Enter a descriptive Role Name and Role Description.
> Your entries are limited to 50 characters.
2 Make your Access to Units selections.
> You may check as many as you wish:
4 Check the “Active” box.
5 Click on the “OK” button (at the bottom of the page) to accept the
change.
» You’ll know the system requires your “OK” if you see the
“Changes pending” message in the Module Status Message Area.

4a) Administer Users

Use the User-Staff tab to create a “Staff” user or the User-Device tab to
create a “Device.” “Staff Users” are staff members with log in privileges;
“Device Users” are devices (phone/pager or wireless phone) permanently
assigned to a role or function—for instance, housekeeping supervisor,
respiratory tech, pharmacy tech, scrub tech.

User (Both Staff and Device)

Employee Number # (Staff User only)

Enter a number of each User. The system uses this number as a unique
identifier that appears in the Staff Object. Tip: use the employee’s
payroll ID.

User Name

A unique “Username”—in conjunction with a password—is required to
Log On to the system. Tip: employ a Username that is already familiar
to the User

Password

Role-Based Security

A password—in conjunction with a Username—is required to Log On
to the system. The system forces Users to change administrator-assigned
password at initial Log On. Limited to 40 case-sensitive characters.
“MixedMode” allows any User--Staff to authenticate and log in using
their Windows credentials.

Role Name

User Names (Staff User only)

Create a site-specific descriptive name for the role. Each User “plays” a
role—for example: “EVS Supervisor,” “OR Tech,” “Nurse Manager
Oncology...” The only default system role is named “Administrative
Rights.” You must create all others.

Enter a User’s name. Names appear on Staff Objects (all modules) and
in the Other Assigned Staff list (PC Console module). The way names
display is configurable.

Staff Level

Role Description

Describe the role for quick recognition and easy use.

Choose any of the already created Staff Levels. Staff Levels are
automatically provided by the system and impact all modules. You can
select more than one level. Staff Levels determine patient request




7
Responder

Responder 5, Administration Module: Quick Guide [T14]

User (Both Staff and Device)

responsibility (as dictated by the Call Escalation table in the R5
Configurator).

Role

Choose any one of the already created Roles. Roles (as defined in the
Role-based Security table, Role Name field) impact all modules. A role
affords access to Units/Teams and pages.

Permanent Device (Staff User only)

Choose any device “permanently” assigned to a User. The device
extension you enter here is taken from the Devices page and will—upon
User Log In—automatically populate the appropriate My Profile
Devices area.

Barcode

Enter the User’s employee bar code, which may be used as an alternate
Sign In method (My Profile). Tip: if you are using barcodes for Sign on,
use one already assigned to a User for other purposes.

9 Enter the Device Name/Extension you changed on the Devices screen.
10 Enter or select all other required information.
> All fields must contain an entry or selection.
> The password entry must be at least six (6) case-sensitive
characters.
11 Click on the “OK” button (at the bottom of the page) to accept the
change.

5) Manage Workstations

A Workstation is any PC used to run R5 applications. Only PCs that meet
the following criteria require Workstation Setup: 1) those collaborating
with a Nurse Console that will display Active Call windows; 2) those that
are only used to monitor activity without Nurse Console collaboration—
and that you wish to function in full screen mode.

Workstation Setup

Last Login

Workstation Name

Review by date the last Log On.

Enter the network name of the Workstation/PC, for instance, “ICU03”
or “Peds01.”

Locked (Status)

Use Onscreen Keyboard

Allows you to re-grant access after the “Max Login Attempts” have
been exceeded.

Check this box if you wish the onscreen keyboard to appear at Log On.

Activity (Status)

Launch Full Screen

Indicate whether the User is active or inactive.

User (User--Device Only)

Device Extension # (Device User only)

Check this box if you wish to have the application (all modules) occupy
a User’s entire display. Leaving the box unchecked will restrict the
application to a portion of the display. In full screen mode, the system
status bar does not appear. Leave the box unchecked for touchscreen
Workstations (without a physical keyboard)

The system uses this number as a unique identifier that appears in the
Device list (PC Console). The device is likely tagged with its dialing
number and provided by the group assigned with programming it—
BioMed, IT, Telecommunications, etc.

Facility

Device Type # (Device User only)

Associate the Workstation with a Facility. A Facility is a single named
R5 system. Limited to already created (by the system) Facilities in the
dropdown list.

Allows you to select one of two (2) applicable device types:
Phone/Pager or Wireless Phone.

Collaborator

Barcode (Device User only)

The Collaborator entry is limited to one of the Consoles created in the
R5 Configurator and is necessary to activate the Active Call window (on
the Workstation).

Insert device barcode.

4b) Create Users

To Create a New Staff User or Device User
1 Click on the appropriate tab (User—Staff or User—Device).
2 Enter or select all required information.
» All fields must contain an entry, selection, or the word “none.”

> The password entry must be at least six (6) case-sensitive
characters.

3 Check or leave the “Active” box unchecked.

4 Click on the “OK” button (at the bottom of the page) to accept the
change.

» You’ll know the system requires your “OK” if you see the
“Changes pending” message in the Module Status Message Area.
To Convert a “Device” to a Device User
1 Navigate to the Devices page.
2 Locate the device you wish to convert in the Device list.

3 Change the name of the device to any Device Name/Extension you
will never use—such as “zzzzzzzzz” or ©“99999999.”

Make sure the “Active” checkbox is unchecked.
Click on the OK button to complete the process.
Navigate to the Users page.

Click on the User-Device tab.

Click on the last line in the table.

o N o o b~

Lamp Blink Rate

Indicate how many times per second the Corridor Light will blink when
active on the selected Workstation

Default Log Level

Determine how much information is recorded per Workstation in the
logging database on the Applications Server (“tracelog,” by default).

Activity (Status)

Indicate whether the Workstation is active or inactive.

6) Manage Nurse Call Settings (Nurse Call)

Use the Nurse Call page to configure Bed Objects (Display Settings) and
Census settings (PC Console).

Display Settings
Use the Display Settings tab to reassign colors to any of the default

SWOOP color-code Names (arranged by relative importance in this list):
DNR, STAT, Allergy, Diet, Acuity, Fall Risk, Isolation, and Telemetry.

The changes you make to SWOOP color-codes impact all Bed Object
across all modules. The Priority value (1 = most important) is used to
determine which SWOOP color shall be displayed when more than one
note appears in the Patient Detail pop-up—or is taken from an HL7
system.
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PC Console

Use the Census Settings (PC Console Tab) to make choices regarding the
default PC Console Directory Pane list (List and Census View), Call
Notification, Caregivers, and the Optional Display field.

7) Manage Devices

Use the Devices page to configure wireless devices. R5 supports two (2)
device types: wireless phones (phones) and pagers.

Device configuration serves multiple purposes:

o |t validates the status of a device (active/inactive).

e |t provides a way to associate a device with its barcode.

e |t allows Users to scan barcoded device data into a selected “Devices”
entry field in the Sign On/Off Pane (My Profile, My Status)

8) Manage Text Messages

Use the Text Messaging page to confirm or enter the Text
Messages you wish to have available at the PC Console.



